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Abstract

Capture-the-Flag (CTF) competitions are increasingly
becoming a testbed for evaluating Al capabilities at solv-
ing security tasks, due to their controlled environments
and objective success criteria. Existing evaluations have
focused on how successful Al is at solving individual
CTF challenges in isolation from human CTF players.
As Al usage increases in both academic and industrial
settings, it is equally likely that human CTF players may
collaborate with Al agents to solve CTF challenges. This
possibility exposes a key knowledge gap: how do human
players perceive Al CTF assistance; when assistance
is provided, in what ways do they collaborate and is it
effective with respect to human performance; how do hu-
mans assisted by AI compare to the performance of fully
autonomous Al agents on the same set of challenges. We
address this gap with the first empirical study of Al assis-
tance in a live, onsite CTF. In a study with 41 participants
(out of the total 95 that participated in the CTF), we qual-
itatively study (i) how participants’ perception, trust, and
expectations shift before versus after hands-on Al use,
and (ii) how participants collaborate with an instrumented
Al assistant. Moreover, we also (iii) benchmark four au-
tonomous CTF agents on the same fresh challenge set to
compare outcomes with human teams and analyze agent
trajectories. We find that, for human players, Al literacy
and domain knowledge are complementary competen-
cies, and both have irreplaceable advantages. Proficient
and efficient use of Al amplifies professional skills. Im-
portantly, although advanced autonomous agents showed
outstanding performance, human-in-the-loop is the win-
ning paradigm where Al accelerates exploration while
humans provide targeted guidance and verification. We
conclude with implications for the future design of CTF
competitions and for building effective human-in-the-
loop Al systems for security.

*Corresponding author.

1 Introduction

Large language models (LLMs) are improving at an ex-
ceptional pace and are increasingly used for security
tasks, from vulnerability discovery [1-11] and exploit
generation [12-15] to patch development [16-21]. Cap-
ture The Flag (CTF) competitions have emerged as a
widely used benchmark to evaluate the capabilities of
LLM agents in security-related challenges [22, 23]. CTF
challenges are designed to simulate realistic vulnerability
scenarios that require reconnaissance, hypothesis forma-
tion, iterative testing, and exploitation. CTFs also define
clear success criteria (i.e., submitting the flag) and can
be hosted in controlled environments for reproducible
evaluation.

Recent work on Al for CTF has largely focused on A
capability-centric evaluations, including benchmark con-
struction [23-25], Al agent framework design [26-30],
and training pipelines that improve end-to-end perfor-
mance [31]. While these efforts quantify what Al sys-
tems can do in isolation, they offer limited insight into
the potential of human-Al collaboration. Such collabora-
tion is necessary as full automation of security workflows
remains challenging. Security-relevant tasks usually re-
quire contextual judgment and iterative verification. Over-
delegating security tasks to Al introduces practical risks,
including hallucinated conclusions [32], unintended tool
misuse [33], wasted analyst time, and computational re-
sources. In this paper, we study how participants perceive
and leverage Al in a security context and the effective-
ness of this collaboration. We address these questions
through an in-person CTF competition, which provides
a measurable and ethically controlled environment for
observing human-Al interaction under realistic time pres-
sure while solving security challenges. Specifically, we
study the following three research questions:

RQ,: What expectations do participants have for Al,
specifically in a CTF scenario? How do perception, trust,
and expectation shift? How does participants’ Al exper-



tise impact their CTF scores?

o User survey analysis of common perception (RQ1). We
performed a pre-survey and post-survey with 41 CTF
participants to measure participant expectations and re-
flections. We find that participants’ expected Al effec-
tiveness and willingness to use Al in future competi-
tions decreased after hands-on use (). Participants at-
tributed this shift to recurring model failures, including
flawed reasoning, hallucinations, and non-working code
(%#2), which in turn reduced trust in Al outputs, especially
among participants with higher CTF domain knowledge.
Finally, we observe that Al expertise can partially com-
pensate for limited CTF domain knowledge: participants
with low CTF expertise but high Al expertise achieved
competitive scores, whereas participants with interme-
diate CTF expertise but novice Al expertise solved few
challenges (3), underscoring effective Al use as a key
determinant of performance.

RQ»: How do humans actually collaborate with an AI
assistant during a live CTF? What distinguishes effec-
tive collaboration from ineffective collaboration? Do col-
laboration strategies shift in a competition environment?
e Qualitative analysis of Human-Al interactions (RQ3)
To understand how CTF players actually collaborate with
an Al assistant during a live competition, we develop and
deploy an instrumented assistant, CTFriend, for partici-
pant to interact with and qualitatively analyze 2,299 chat
messages to identify emergent interaction patterns, effec-
tive strategies, common failure modes, and how human-
Al leadership (i.e., who drives the next step) evolves over
time. We find that participants’ stated intention to work
cooperatively with the assistant often collapses under
real-time competitive pressure: many teams shift toward
end-to-end delegation, letting the Al take on entire tasks
rather than using it for incremental support (F¢). Whether
this delegation helps depends strongly on expertise. High-
expertise users tend to employ higher-quality prompts
with richer technical details and more effective prompt
engineering strategies to achieve better outcomes while
novices used low-quality prompts, leading to errors and
task failures (7). Lower-expertise users were suscepti-
ble to low-risk, low-success rate strategies and adopted
"answer shopping" through of repetitive prompting
(Fs). This divergence is not inevitable. We observed that
some participants with zero or limited CTF knowledge
were able to use the Al as a constructive learning scaf-
fold that allowed them to rapidly acquire missing domain
concepts and solve challenges they would otherwise be
unable to approach (F9).

RQ3: How do autonomous CTF agents compare to hu-
mans on the same set of challenges? Can autonomous
agents outperform humans, and what are the limits?

e Empirical comparison between Human and Au-
tonomous Al agents (RQ3) We evaluate four autonomous

agent frameworks paired with three Claude-family mod-
els (12 configurations total) on the same fresh challenge
set used in the live competition, and compare their per-
formance against human teams. We find that advanced
agents can outperform most human teams while requiring
only ~1/5 of the cumulative runtime, with the strongest
configuration reaching 4900 points (second among the
top-10 human teams) at a cost of $96.32 in API usage
(F11). Performance varies sharply across agent designs:
agents that combine long-horizon planning with robust in-
teractive tool support consistently perform best, whereas
restricted tool wrappers and fixed tool sets correlate with
early plateaus (712). At the same time, backbone model
capability sets the ceiling; under weaker models, differ-
ent frameworks converge to similarly low performance
(F13). We also find that challenges that are difficult for
humans are not necessarily difficult for agents, and vice
versa. Some challenges that are operationally hard for
agents (e.g., requiring intensive environment interaction)
are comparatively manageable for humans, and vice versa
(F14). This mismatch motivates human-in-the-loop pair
hacking, where the agent runs autonomously for high-
throughput work while humans provide sparse steering
and verification to overcome brittleness (Fi5).

2 Background

CTF competitions are a widely used educational tool
to help students, practitioners, and security enthusiasts
demonstrate and polish their skills at solving security
challenges. CTF challenges cover a broad spectrum of
security domains such as cryptography, reverse engineer-
ing, web exploitation, and forensics. They are inspired by
real security vulnerabilities, but each CTF competition
varies in challenge design. It is rare that the exact same
solution for one CTF challenge can be re-used in a future
CTF. These factors make CTF competitions a valuable
testbed for investigating human-AlI collaboration.

To elaborate, most CTF competitions are time-limited
and follow a Jeopardy-style format. The same set of
challenges is provided teams that contains a challenge
description and challenge artifacts (e.g., binaries, source
code, packet traces, disk images, etc.). Participants are
expected to analyze challenge artifacts, potentially inter-
act with live sandboxed services (e.g., a vulnerable web
or network endpoint), and identify the relevant weakness
which will lead to solving the challenge. A partcipant
prove they have solved the challenge by recovering the
“flag”, often a secret token or text string hidden in the
challenge, and submitting it. Upon solving a challenge,
participants gain the points associated with the estimated
difficulty tier of the challenge (e.g., easy, medium, and
hard challenges). At the end of the CTF, the team with
the most points wins, with time-to-solve being used as a



common tie-breaker if needed.

CTFs can be further tailored to scale in difficult ac-
cording to the target audience. K-12-oriented CTFs are
considered to be the easiest challenges leveraging well-
known security vulnerabilities with only a few exploita-
tion steps (e.g., picoCTF [34]), followed by university-
level CTFs that represent moderate difficulty (e.g., the
CSAW CTF [35]), followed by expert-level CTFs (e.g.,
the DEF CON CTF [36]). As we describe in detail in
§ 4.1, this study focuses on an in-person university-level
CTF that falls on the higher end of the difficulty spectrum,
i.e., it has a larger number of expert-level challenges than
a typical university CTF.

3 Related Work

Software systems are growing in size and connectivity,
which increases the attack surface and the cost of manual
security analysis [31]. To scale security analysis beyond
what humans can handle alone, programs such as the
DARPA Cyber Grand Challenge and the DARPA AI Cy-
ber Challenge (AIxCC) have accelerated interest in using
Al, particularly LLMs/Al-agents, to help detect, exploit,
and fix software flaws [37, 38]. In this context, CTF com-
petitions have emerged as the de facto benchmark for
evaluating the capabilities of Al agents in cybersecurity
tasks, as CTFs offer diverse security tasks in a controlled
environment and have clear success criteria. This shift is
also reflected in the emergence of Al-first CTF compe-
titions, such as Hack The Box’s Neurogrid CTF, which
explicitly organized around deploying Al agents with
MCP integration for challenge solving [39].

Recent work on leveraging Al for CTFs has pro-
gressed along three directions: benchmark construction,
autonomous agent design, and training pipelines. On the
benchmarking side, NYU CTFBench curates 200 chal-
lenges from prior CSAW CTF competitions at roughly
university-level difficulty [23]. Intercode-CTF provides
100 problems collected from PicoCTF, a large-scale se-
curity competition aimed at high-school-level partici-
pants [24]. CTFKnow [22] measures CTF-relevant tech-
nical knowledge using thousands of multiple-choice and
open-ended questions.

Beyond static benchmarks, researchers have built au-
tonomous CTF agents that couple LLM reasoning with
tools, memory, and iterative environment interaction (e.g.,
ENIGMA, CRAKEN, and Cybench) [27, 29, 30]. These
agents run in a sandbox with access to challenge artifacts
and iteratively follow a plan—act—observe loop (reasoning
about the steps, executing commands (e.g., Bash/Python,
tool calls), and observing outputs as feedback for the
next step) until they submit a valid flag or exhaust their
allotted turns or resources. To further improve agent per-
formance, training platforms such as CTF-DOJO collect
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Figure 1: User Participation Workflow

and synthesize executable agent trajectories in realistic
cybersecurity environments to support LLM training or
fine-tuning on offensive cybersecurity tasks [31]. Our
work is different from prior CTF studies by focusing
on how humans use Al in practice during live problem-
solving. This lens matters because real-world impact
depends not only on Al capability in isolation, but also
on how practitioners integrate Al into workflows, includ-
ing what they delegate, how they provide context, how
they verify outputs, and how they recover from errors.
By combining a live CTF study of human perceptions
and interaction logs with a controlled comparison of hu-
mans and autonomous agents on the same challenges, we
provide empirical insights for designing and evaluating
effective human-in-the-loop Al systems for security.

4 Experimental Setting

4.1 A Live University-level CTF Event

We hosted a live, on-site CTF competition on campus
and conducted our experiments in this setting. The event
included 17 newly designed challenges spanning 5 CTF
categories, including forensics, cryptography, reverse en-
gineering, web exploitation, and others. All challenges
were newly designed by a third-party security firm with
no prior exposure or reuse. Difficulty levels were as-
signed by the challenge authors based on standard CTF
practices, and were further validated by internal CTF
experts through pilot testing. Challenges were grouped
into three difficulty tiers: easy, medium, and hard, worth
300, 500, and 1000 points respectively, for a total of
7700 available points. The distribution can be found in



[40]. This was a university-level competition: most chal-
lenges were comparable to (and slightly harder than)
typical CSAW-level tasks, with 1-2 challenges closer to
picoCTF-level and 2-3 challenges approaching DEFCON
CTF-level difficulty. All challenges were authored specif-
ically for this event with support from a security firm
and were not previously released, reducing the risk of
contamination from existing writeups.

4.2 Study Procedure

This section describes the end-to-end study workflow
(Figure 1). For each participant, the study lasted approxi-
mately 24.5 hours and consisted of: a 5-minute informed
consent process, a 2-minute Al-assistant usage training
video, the live CTF competition phase (24 h), and a 20-
minute post-study survey. All procedures were approved
by our institution’s Institutional Review Board (IRB).
Participants received $10 compensation for completing
two surveys. Our study consists of the following five
steps:

O Recruitment. Prior to the event, we sent an invita-
tion to all competition participants to ask whether they
were willing to take part in the study. We recruited 41
participants, with demographics described in § 5.1.

® Onsite registration and pre-survey. Before the game
began, we set up a registration desk where interested
participants enrolled in the study. Participants first com-
pleted an online pre-survey (approximately 5 minutes)
covering CTF experience, prior Al-tool usage, and initial
perceptions of Al assistance in CTFs.

© Assistant onboarding. After the pre-survey, we cre-
ated an account for each participant to access our CTF Al
assistant CTFriend (§6.1.1). The assistant provided ac-
cess to a range of open-source and commercial language
models (details in Appendix §B). We also provided a
2-minute onboarding video demonstrating the interface
and expected usage of CTFriend.

O CTF Competition phase. The CTF competition ran
for 24 hours. Participants collaborated with Al to solve
challenges. Our backend recorded all human-Al interac-
tions (e.g., prompts and model responses), enabling our
log-based analysis of collaboration in RQ; (§ 6).
Parallel autonomous-agent evaluation. In parallel with
the human competition, we ran multiple autonomous Al
agents on the same challenge set to produce an agent-only
scoreboard. These experiments support RQ3 by enabling
a direct comparison between human and autonomous
performance on the same fresh challenges (§ 7).

© Post-survey. After the competition ended, we dis-
tributed a post-CTF survey to all participants to capture
their experiences using Al assistance during the event,
including perceived value, trust, and feedback. These re-

(1) Grade (2) Major
N %o N %o
Undergraduate 34 829 Computer Science 23 56.1
Graduate 6 14.6 Cybersecurity 8 195
K-12 / High School 1 24 Info Sys. & Engineering 4 9.8
Other 6 147

(3) CTF Domain Expertise (4) AI Usage Expertise

Es N % Ear N %
Zero Expertise 0-1 12 29.3  Zero Expertise 0 5 122
Novice 1-2 10 244 Novice (0,5] 17 415
Intermediate 2-3 16 39.0 Intermediate (5,10] 10 244
Expert >3 3 7.3  Expert >10 9 220

(5) Prior CTF Experience

# Prior CTFs N %o N %o
0 17 4146 5—8 3 732
1—4 19 4634 8+ 2 488

Table 1: Participant demographics and expertise.

sponses support our survey-based analysis in RQy (§ 5).

5 RQq: Users’ Perception of Al in CTF

RQ; examines how participants perceive Al assistance in
CTFs (§ 5.2) and analyzes how their performance varies
in the context of their backgrounds (§ 5.3).

5.1 Methodology

Our survey design is guided by key questions that intu-
itively emerge when we consider user perceptions of Al
assistance in security-oriented tasks (see details in Ap-
pendix §A). For instance, what do participants expect Al
tools to accomplish in a CTF setting, and how do these
expectations differ after the competition? What aspects
of interacting with an Al assistant do participants find
helpful versus frustrating during a competition? After
hands-on exposure, do participants intend to incorporate
Al assistance in future CTFs or broader security work-
flows?

Participants’ Demographics To provide a clearer un-
derstanding and categorization of the study participants
(N=41), we asked participants to report prior CTFs at-
tended (experience) and rate their proficiency across
the different challenge categories in the pre-survey. We
then averaged these ratings for each individual (Ey), then
mapped participants to four categories (expertise). We
also asked users to self-report their Al expertise in terms
of number of security challenges solved with Al (Ey4;. To
mitigate self-reporting bias, we evaluated them for con-
sistency, with one participant subsequently excluded (see
construct validity in Appendix §A). Generally, we con-
sider zero-expertise and novice participants to have low
expertise, and intermediate and expert participants to
have high expertise. Table | shows group details.



5.2 Results: Participants’ Reflections

Participant Expectations vs. Reflections To evaluate
participants’ expectations, beliefs, and understanding of
Al, we have analyzed the data gathered in the pre-CTF
survey by demographic group. We then compare each
analysis point to the participants’ reflection data gathered
in the post-CTF survey. Thus, we can observe how differ-
ent demographics perceived Al use in security scenarios
before the competition, and how those understandings
changed after experiencing the live event.

e Expectation, trust, and attitude toward Al use: We mea-
sure how participants’ perceptions of Al shift after hands-
on use during the onsite CTF. Overall, participants ini-
tially overestimated how much the Al would improve
their ability to solve challenges; after the event, expec-
tations for Al solve counts dropped by A0.47 |, which
aligns with the ineffective collaboration behaviors we
later observe in logs (e.g., over-delegation and answer
shopping; see RQ; in §6). Participants’ also reported
that suggested steps were often difficult to follow under
time pressure and occasionally contained hallucinated
or misleading details (see #,). Overall, attitudes were
split, with 44% of participants reporting they still plan
to use Al in security, viewing it as a fast learning tool,
whereas the others reported reluctant due to perceived
performance limits and the risks of relying on Al outputs.

Finding 1 (7;) — Following this CTF competition,
participants’ perceptions of Al performance on chal-
lenges and trust in Al output decreased.

e Error and Frustrations: The most frequently observed
errors reported in the post-CTF survey were flawed rea-
soning and hallucinations, which most users reported
as a time waste in the competition. Additionally, users
reported errors due to Al ethical constraints (i.e. safety
constraints, content moderation, or value alignment), with
several users singling it out as the most frustrating part
of using Al assistance in the competition. However, it is
possible that many participants lacked full understand-
ing of what constituted an error or why it occurred, as
evidenced by autonomous agents (§ 7.2 not encountering
the same issues. This is discussed further in § 6.

Finding 2 (,) — Participants identified flawed rea-
soning, hallucinations, non-working code, and ethical
guardrail restrictions as common Al errors that served
as points of friction and time loss in the competition.

o Understanding and Satisfaction: Similarly, participants
reported that Al frequently failed to provide complete,
correct and actionable solutions. As shown Figure 5,
most participants rated the Al as moderate to low in

its ability to generate complete, correct, and actionable
solutions. However, participants also reported that Al
demonstrated a strong ability to understand user inputs
and provide clear and easy-to-understand responses. It
is important to note, however, that these actionability
and completeness grades may be partially due to users’
inability to implement the challenge solutions, which is
discussed further in § 6.

Finding 3 (73) — Participants reported Al had solid
understanding of user input and clarity in output, but
solutions lacked in completeness and actionability.

5.3 Results: Expertise and Performance

Competition Results To determine the significance of
participants’ backgrounds on competition performance,
we analyzed users’ Al and CTF expertise in conjunc-
tion with their individual scores from the competition.
Discussion of individual score calculation is provided in
Appendix §C.2.

e Prerequisites for Success: Unsurprisingly, users who
reported high CTF and Al expertise generally scored the
highest in the competition. Interestingly, this pattern held
regardless of prior CTF experience. For example, three of
the top four and 8 of the top 10 highest-scoring individ-
uals in the competition reported attending two or fewer
prior CTFs, four of whom reported that this was their
first CTFE. Meanwhile, all but one of these participants re-
ported at least intermediate-level domain expertise, with
the highest-scoring individuals having the highest do-
main knowledge of this subgroup. For a specific example,
User 9, who competed on a high-scoring, three-person
team, reported the highest level of domain expertise and
accounted for 60% of their team’s final score despite
having attended the fewest prior CTFs (1).

Finding 4 (4) — Participants who reported higher lev-
els of Al and CTF domain expertise saw the highest
individual scores in the competition among partici-
pants, even when having less direct CTF experience.

While users who reported higher levels of Al and CTF
expertise achieved the highest scores, 64% of participants
who reported low CTF expertise but high Al expertise
were still able to achieve intermediate to high scores in
the competition, and 91% completed multiple challenges.
This suggests that their Al expertise may have partially
made up for their lack of domain expertise, highlighting
the value of Al aid in CTFs. In contrast, 85% of partic-
ipants who reported neither Al nor CTF expertise were
only able to complete one or fewer challenges. Interest-



ingly, 2 of the 3 participants who reported at least inter-
mediate CTF expertise but novice or lower Al expertise
were only able to complete one or fewer challenges.

Finding 5 (¥s) — Participants who reported low CTF
domain expertise but high Al expertise were able to
achieve high scores in the competition, suggesting the
value of Al in filling in user knowledge gaps.

6 RQ;: Human-AI Collaboration

RQq characterizes participants’ perceptions of Al assis-
tance in CTFs. RQ; goes one step further by examin-
ing how participants actually collaborate with AI during
security-relevant problem solving. To address RQ,, we
developed and deployed an instrumented Al assistant,
CTFriend, to record human-Al interactions. In total, we
collected 2,299 messages across 168 chat logs from 38
participants. We then qualitatively analyzed these logs,
yielding S findings on emergent interaction patterns, suc-
cessful collaboration strategies, and Al risk and reward.

6.1 Methodology
6.1.1 Design and Deployment of CTFriend

To study human—AlI collaboration during a live CTF, we
built and deployed CTFriend, a web-based application
made available to participants. Importantly, CTFriend
is not intended to operate as an automatic CTF solver,
but rather as an Al assistant, supporting participants in
challenge solving by providing access to Claude-family
models (Sonnet 4.5, Opus 4.1, and Haiku 3.5), while keep-
ing flag submissions under human control and allowing
researchers to monitor and collect human—AlI interaction
data. We release the CTFriend code in [40].

System Overview. Figure 2 presents an overview of
CTFriend’s architecture. Specifically, (@) The Streamlit-
based web Ul serves as the primary interaction layer, pro-
viding a conversational interface that mirrors commonly
used Al assistants and persistently displays conversation
history to support iterative and multi-turn problem solv-
ing. (@) The Al agent layer orchestrates interactions with
multiple LLMs through a unified interface, with API ac-
cess managed by the backend, allowing participants to
use diverse Al capabilities without providing their own
credentials and reducing friction in time-constrained CTF
settings. (®) To support CTF-specific problem solving,
the agent is equipped with a modular MCP tool layer and
a retrieval-augmented CTF knowledge base. (@) All user
interactions, conversation histories, and feedback signals
are persistently stored in the database layer, supporting
systematic analysis of human—Al interaction behaviors.

(®) Finally, a dedicated monitoring and visualization
stack provides real-time insights into system health and
application usage, ensuring reliable operation during live
competitions and comprehensive observability for empir-
ical study. The implementation details are in Appendix
§ B.
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Figure 2: Overview of CTFriend

6.1.2 Qualitative Analysis

During the competition, participants were granted free
access to CTFriend but were also allowed to use other Al
assistants if they want. We then analyze all human-Al in-
teraction logs using a two-pronged qualitative approach:
a codebook-based analysis to systematically identify re-
curring collaboration patterns and error modalities at
scale, complemented by an expert case review of selected
logs to assess domain-specific technical correctness of
AT’s responses and user comprehension.

Coding protocol. To analyze a wide set of concepts, we
adopted a hybrid inductive-deductive coding protocol.

e Code System Development: First, we developed deduc-
tive codes based on our survey questions and an existing
taxonomy of Al errors and prompt engineering strate-
gies. We then performed inductive coding in two phases:
first, we executed a thematic exploratory phase where our
coder performed an initial coding of a randomly-selected
subset of chat logs until saturation was reached (no new
codes for 50 user-turns). Next, we executed a confirma-
tory phase on 40 randomly-selected logs, where the coder
refined content analysis subcodes and definitions based
on the observed themes.

e Coding and Validation: Upon completion of the ex-
ploratory phase, the codebook was frozen and main cod-
ing effort performed. Finally, after 21-day washout inter-
val, the coder performed a re-coding of a 50 randomly-
selected logs, resulting in a Positive Agreement = 0.74
and median J; = .79 with IQR = 0.17 on significant codes
(i.e., codes used in analysis/findings). All coding was per-
formed blind to prior labels, hypotheses, and participant



condition. In total, this process took over 170 hours and
uncovered 9312 occurrences of 72 codes and subcodes.

e Coding Unit: We coded user prompt-specific behav-
iors at the user-turn level and Al response behaviors at
the assistant-turn level. Other patterns were coded at the
episode level, where an episode corresponds to a single
user task. A definition/frequency codebook is provided
in the artifact (§9.4), with additional information in Ap-
pendix §C. The complete code system and protocols and
can be found on the website [40].

e Code and Log Analysis: Coding and analysis was
performed using MaxQDA [41]. To account for varia-
tion in log length, we report prevalence as participant-
normalized rates (median fraction of eligible turn-
s/episodes per participant). For calculations of co-
occurrence or odds ratio, operationalized variables are
provided with corresponding uncertainty metrics in Ap-
pendix §C. To deepen our analysis, we also invited the
author of the CTF challenges to perform an expert re-
view of six representative logs from intermediate and
high-scoring teams and nine autonomous agent logs from
§ 7.2 to provide insight on the critical advantages that
helped the best teams stand out in the competition (Fg).

6.2 Results: Interaction Behaviors

We identified several notable interaction patterns be-
tween users and Al during our study, including some
that demonstrate a likely change in behavior patterns due
to the time-constrained nature of the CTF.

Emergent Interaction Patterns. In the pre-CTF sur-
vey, we asked participants to report their expected col-
laboration patterns with AI. We then compared these
self-reports against their real-world behavior observed
through our qualitative coding of the interaction logs.
This comparison reveals a clear gap between what par-
ticipants believed they would do and what they actually
did during the competition. Specifically, while trial-and-
error was the most common interaction pattern reported
by users (80%) in the pre-CTF survey, delegation was the
dominant pattern that emerged during the competition.
Specifically, the most common observed strategy was a
user providing the full challenge prompt along with a
simple instruction such as “solve this” or "how can I
do this". Additionally, although collaborative refinement,
confirmation-seeking, and rejection of suggestions (defi-
nitions in the codebook [40]) were reported at moderate
rates in the pre-CTF survey (61%, 63%, and 41%, respec-
tively), the actual prevalence of these patterns was much
lower (only 16% on average, compared to 38% for dele-
gation). Both observations suggest a breakdown between
participants’ perspective on their interaction patterns and
the empirical evidence.

Finding 6 (¢) — Although participants expressed the
intention to collaborate iteratively with Al, in practice
they more often delegated full tasks to the agent.

Successful strategies and Failure mode. As discussed
in §5.3, most participants who reported intermediate-
or expert-level Al expertise achieved moderate-to-high
scores in the competition, while the highest-scorers re-
ported high expertise in both Al and CTF domains. We
observe that this driven primarily by two factors: prompt-
ing strategy and domain-knowledge injection.

e Prompting Strategy: Users who reported greater Al ex-
pertise more frequently used prompt-engineering strate-
gies (66% prevalence) and more often achieved success-
ful outcomes in their episodes (SucR = 62%) vs low-
expertise users who saw 23% and 27% respectively. The
most common strategy was chain-of-thought, where users
collaborated with Al to explore an challenge over multi-
ple logical steps. For reference, representative examples
of high- and low-expertise prompts and subsequent agent
responses are shown in Figure 3. Additionally, partici-
pants who reported zero or novice-level Al expertise also
saw higher prevalence of Al errors (42%) compared to
experts (17%). This pattern held across all error cate-
gories, but especially for guardrail errors, 91% of which
occurred in novice Al users’ logs. This indicates that
much of the frustration reported by participants in §5
may not have been due to technical limitations of the
model, but user error. For example, a participant asking
"what is <target>’s ssn?" led to guardrail activation and
Al task refusal.

Finding 7 (F;) — Users with high Al expertise em-
ployed effective prompt engineering strategies and saw
higher success rates while novices used low-quality
prompts and experienced more errors and task failures.

e Prompting Rabbit-Holes: In the pre-CTF survey, most
participants reported preferring to fully understand Al-
provided code or system commands before running them.
In practice, however, participants, including those that
reported high Al and CTF expertise, typically executed
suggested commands or code immediately then replied
with the resulting system output. We observe this behav-
ior in (i) short latencies between assistant command/code
suggestions and the user’s subsequent system-output mes-
sage (median Ar = 23s), and (ii) the extremely low inci-
dence (<1%) of users rejecting Al-suggested commands
after review (User: Command/Code Rejection). From
their manual analysis, the CTF author suggested that this
manifested as the user essentially serving as an inter-
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Figure 3: Representative Prompt Examples

face between the Al and the system without appearing
to assess problem-solving steps critically for themselves.
They specifically identified the AI’s tendency to suggest
next steps as a critical feature of this behavioral loop.
The low median time gap (Ar =14s) between the Al
suggesting next steps (Al: Unprompted, Provide Next
Steps) and the user approving or executing them (User:
Simple Approval) may be indicative of this pattern. On
difficult challenge tasks, the expert assessed that users
with low CTF expertise became trapped in "rabbit holes"
where, after providing insufficient context in an initial
task prompt, they engaged in iteration on an invalid so-
lution thread — the same failure pattern the expert had
observed in autonomous agents logs §7.2. Additionally,
the expert assessed that when users appeared to lack the
necessary domain knowledge to proceed in the challenge,
interaction quality would degrade. They highlighted ex-
amples of participants repeatedly asking the assistant to
explain content or making unproductive requests (e.g.,
“give the flag”). According to the expert, once this pat-
tern emerged, the assistant’s suggestions became less
actionable, reducing the chance of breaking the pattern.

e Domain Knowledge-Guided Prompting: As such, the
CTF author suggests two complementary value-adds pre-
sented by high domain expertise: first, expert users ar-
ticulated their understanding of the challenge, including
hypotheses, candidate directions, and intermediate obser-
vations, which helped steer the assistant toward a plausi-
ble approach. Second, they provided execution context
that the model would not otherwise have, such as selected
relevant tool outputs, error messages, and environment
details. For example, a high-scoring team contributed
substantive domain signals (e.g., "there appears to be
intentional delay in server ping response”) and incor-

porated intermediate results into subsequent prompts,
whereas a lower-scoring team provided substantially less
context alongside command or script output.

Finding 8 (g) — Users with low CTF expertise were
sucked into "rabbit holes" on harder challenges, while
high CTF and Al expertise players achieved higher
scores due to their ability to inject domain knowledge
into the agent’s context.

Risks and Rewards In the course of our analysis we
observed AI’s potential to both cause harm and benefit,
depending on how it is applied.

e The Agentic Slot Machine: As discussed in Finding
F6, the most common strategy across all players was
to delegate the full challenge to the agent. However, an
interesting pattern emerged in how that strategy was ap-
plied. Specifically, among the lowest-scoring and lowest
domain-knowledge teams, it was common to repeatedly
delegate a full challenge (Del2 = 23%). In effect, this is
rolling the dice that the LLM’s temperature could lead to
random generation of a correct solution. Upon manual
inspection of these instances, we observed that this pat-
tern was distinctly unstructured: instead of managing a
set of distinct contexts, users would offer no instructions
outside the challenge description and keep the prompt
chain in the same context window - negating the benefits
of self-consistency. Rather than intentional strategy, this
appears to be an emergent example of variable-reward
reinforcement, more commonly known as the "slot ma-
chine effect” [42]. We infer this because the behavior saw
a lower success rate (Del2Fail = 13%) than the overall
success rate for novice users (27%), and thus served no



strategic advantage. From a risk-reward perspective, how-
ever, it is possible that the chance of achieving success
with little effort expended per attempt made this pattern
of “answer shopping” more appealing to these partici-
pants despite the low chance of success. This would align
with previous work regarding Al use in time-sensitive
tasks, such as quizzes [43]. Additional research has also
investigated the addictive nature of this interaction and
the tendency for users to become invested in the poten-
tial low-effort reward at the expense of more optimal
strategies [44].

Finding 9 (¥9) — Participants with lower levels of
domain and Al expertise would engage in "answer
shopping", chain-regenerating outputs in hopes of a
desirable solution, likely due to its low-cost and high
potential reward.

e An Uplifting Tool: Furthermore, zero-experience and
novice participants who engaged deeply with the agent
and were more resilient to failure achieved higher scores
than their peers. Notably, rather than the assistant solving
problems for them, these participants asked questions that
allowed them to iterate through challenges. For example,
User 21 reported themselves as having no experience
in any CTF domain, which was corroborated by cod-
ing, with 60% of their tasks indicative of low knowledge.
Nonetheless, they applied repeated information-seeking,
then leveraged the knowledge gained into new tasks for
the agent. As such, they were able to complete multiple
challenges, and finished with the second-highest score
among zero-experience players. In the post-CTF sur-
vey, User 21 expressed that their greatest limitation was
not knowing what questions to ask. Nonetheless, they
reported that the agent helped them solve multiple chal-
lenges they would have not been able to otherwise. This
theme of Al providing a crutch to some participants and
as a learning and performance aid to others is a finding
that has been observed in other research concerning Al
use in competitive, time-pressured environments [43].

Finding 10 (o) — Participants with zero or novice-
level domain experience were able to use Al to as
a learning tool and constructive competition aid if
they engaged in high-quality prompting, especially
information-seeking, and were more resilient in their
problem-solving attempts.

7 RQs: Agents vs. Human Teams

RQ; reveals that human-AlI collaboration is often con-
strained by the human side of the loop, including inef-
fective prompting and gaps in domain knowledge. In

contrast, autonomous agents self-direct key parts of the
workflow, including prompt construction, tool use, and
sometimes even model selection. At the same time, the
models themselves have increased their internal knowl-
edge banks, which likely include substantial security
knowledge (e.g., Sonnet 4.5 is trained on security-related
data [45]), and expanded their thinking patterns and input
contexts. This motivates RQs: how do autonomous CTF
agents compare to human teams on the same challenge
set, can they outperform humans, and what limitations
remain?

7.1 Methodology

Benchmark construction. We converted CTF chal-
lenges into a machine-readable format. Following the
structured schema [23, 30], we created one JSON speci-
fication per challenge containing the same information
available to the human participants, including the chal-
lenge name, description, category, points, and a list of
challenge artifacts. We have released our benchmark
dataset on [40].

Agents evaluated. We evaluated four autonomous agents:
a coding assistant (Claude Code), two CTF-focused
solvers (the NYU agent [23]and Cybench [30]), and a
proprietary security assistant that was among the top-
performing agents in the Neurogrid Al-only CTF [39].
Agent details are provided in Appendix §D.

Experimental protocol and model selection. Each
agent was given up to three attempts per challenge
per model. An attempt terminated when the agent pro-
duced a valid flag or exhausted its budget. Models were
drawn from the Claude-family (Sonnet-4.5, Opus-4.1,
and Haiku-3.5), the same models that were available to
human participants via CTFriend.

API cost budgets. We set per-challenge API cost lim-
its to bound resource usage. For Sonnet-4.5, the bud-
gets were $3 (first attempt), $5 (second), and $10 (third).
For Opus-4.1, the budgets were $10, $15, and $20. For
Haiku-3.5, the budgets were $1, $3, and $5. These limits
follow the common practice of using an approximately
$3-per-challenge budget in prior work [29, 30], and
we scale budgets across models with slight adjustments
to account for differences in per-token pricing (Opus is
more expensive and Haiku is cheaper) [46].

7.2 Agents beat most humans

Figure 4 compares 12 fully autonomous agent teams (four
frameworks x three models) against the top-10 human
teams. Notably, the rankings are based on all CTF players
rather than only the compensated study participants. For
agents, “Hours Since CTF Start” is computed as cumula-
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Figure 4: Score Tracking for Agent Teams and Top 10 Human Teams. (S), (O) and (H) mean Sonnet-4.5, Opus-4.1, and

Haiku-3.5 models respectively.

tive runtime by sequentially adding (i) the time to the first
successful solve for each challenge, or (ii) the full time
budget when the agent fails (i.e., exhausts its budget).
The strongest Al agent team is the proprietary agent with
Sonnet-4.5, which reaches 4900 points (second place on
the human scoreboard) in roughly four hours of cumula-
tive runtime, at a cost of $95.32 in API usage. The next
best runs are Claude Code with Sonnet-4.5 (4600) and
the proprietary agent with Opus-4.1 (4300), which would
rank third and fifth, respectively, among the top-10 hu-
man teams. A detailed per-agent analysis of performance
and cost is on our website [40].

Finding 11 (1) — An advanced agent outperforms
most human teams while requiring only ~1/5 of the
cumulative runtime.

From the results and the agent logs, we observe that:
e Agent design matters when paired with strong mod-
els Across Sonnet-4.5 and Opus-4.1, switching from an
assistant-style framework (Proprietary Agent and Claude
Code) to a CTF-specific agent framework (NYU agent
and Cybench) results in a significant drop in performance.
The assistant-style frameworks focus on longer-horizon
planning and, most importantly, provide flexible tool in-
teraction. Agents are not restricted to a small subset of
custom APIs; they can install tools on demand and ex-
ecute commands directly in the terminal. This flexibil-
ity allows the agent to adapt to unexpected issues dur-
ing a challenge. In contrast, the lower-performing CTF-

specific agents (NYU agent and Cybench) rely on custom
tool wrappers (e.g., read_file instead of cat) that the
model may be less familiar with, or on fixed tool sets that
cannot adapt to unexpected issues (e.g., a non-interactive
network connection tool for an interactive challenge).

Finding 12 (¥1>) — Long-horizon planning and flexi-
ble, interactive tool support are the two framework fea-
tures most associated with top-tier autonomous agent
performance.

e Model capability is the dominant bottleneck. Across
frameworks, Sonnet-4.5 yields the highest success rate
across four agents on average (48.53%), followed by
Opus-4.1 (35.29%), while Haiku-3.5 collapses perfor-
mance (14.71%). Even the proprietary agent drops
sharply from 4900 (Sonnet-4.5) to 1100 (Haiku-3.5),
and other agents converge to similarly low scores under
Haiku (e.g., 1100 for NYU and 300 for Cybench).

Finding 13 (7;3) — Model capability ultimately sets
the ceiling. Even strong tooling and architecture can-
not compensate for a weak base model, and under
weaker models the different frameworks largely con-
verge to similarly low performance.



Model Agent Overall Success Rate Rev Crypto Forensics Web Other
Succ. Time Tok. Suce. Time  Tok. Suce. Time Tok. Succ. Time Tok. Suce. Time Tok.
Sonnet-4.5  Proprietary Agent 12/17 (70.59%) 2/3(66.67%) 5559 6.83  3/3(100%) 47.02 02 3/4(75%) 34.69 453 2/2(100%) 798 021 2/5(40%) 83.68 11.13
Claude Code 11/17 (64.71%) 2/3(66.67%) 18.67 449  3/3(100%) 3.00 029 3/4(75%) 12.88 3.04 1/2(50%) 11.00 3.78 2/5(40%) 19.00 4.68
NYU Agent 7117 (41.18%) 1/3(33.33%) 3474 926  3/3(100%) 12.10 3.16 1/4(25%) 32.00 598 0/2(0%) 1058 2.19 2/5(40%) 28.16 635
Cybench 3/17 (17.65%) 0/3 (0%) 12.04 273 0/3 (0%) 21.83 237 2/4(50%) 1022 1.69 02(0%) 1197 145 1/5(20%) 21.11 1.73
Opus-4.1  Proprietary Agent 10/17 (58.82%) 1/3(33.33%) 84.18 43.85 3/3(100%) 11.12 2.85 3/4(75%) 50.69 22.59 1/2(50%) 69.49 2637 2/5(40%) 66.15 27.28
Claude Code 8/17 (47.06%) 0/3 (0%) 21.33 2797 2/3(66.67%) 17.67 824 3/4(75%) 2450 1547 1/2(50%) 13.50 10.94 2/5(40%) 40.40 1543
NYU Agent 4/17 (23.53%) 0/3 (0%) 3556 2248 1/3(33.33%) 4336 30.56 1/4(25%) 38.78 2623 0/2(0%) 27.30 17.38 2/5(40%) 38.97 18.08
Cybench 2/17 (11.76%) 0/3 (0%) 1546  6.94 0/3 (0%) 3025 10.12 1/4(25%) 1521 685 0/2(0%) 2639 7.03 1/5(20%) 20.08 6.19
Haiku-3.5  Proprietary Agent 3/17 (17.65%) 0/3(0%) 23323 9.00 1/3(33.33%) 15043 6.08 1/4(25%)) 21694 6.76  0/2(0%) 20391 9.00 1/5(20%) 202.62 7.61
Claude Code 3/17 (17.65%) 0/3 (0%) 1233 054 1/3(3333%) 9.67 058 1/4(25%) 11.10 054 02(0%) 1950 021 1/5(20%) 36.80 0.67
NYU Agent 3/17 (17.65%) 0/3 (0%) 14453 3.60 1/3(33.33%) 136.01 224 1/4(25%) 5815 129 02(0%) 7752 175 1/5(20%) 110.67 2.23
Cybench 1/17 (5.88%) 0/3 (0%) 1435 0.52 0/3 (0%) 4749 039 1/4(25%) 12.08 027  0/2(0%) 921 017 0/5(0%) 3290 0.39

Table 2: Performance and cost comparison across models and challenge categories. Succ. refers to Success rate,
representing what percentage of challenges the agent solved; Time represents the average time spent for one challenge
in minutes; Tok. denotes the average token usage for one challenge in dollars.

7.2.1 What makes a challenge hard for the AI?
Challenges that are hard for human teams are not neces-
sarily hard for autonomous agents (Table 3), and the re-
verse is also true. In general, agents performed better than
humans across all categories, except rev, where humans
showed a higher solved rate. Specifically, for example, on
a crypto challenge (C2), the solved rate for humans
was 51.16% and for agents was 75% ( A23.84% 7). On a
logic-level challenge (03), 44.19% human teams
solved it, while about 92% agents solved (A51.16% 7).

When looking deeper, we observed that agents per-
formed best on challenges that minimized task complex-
ity and environmental interactions. In essence, challenge
easy for the agents were ones that could be reduced to
“write code and run it” (e.g crypto challenges). Where
agents struggled, especially the CTF specific agents
were challenges that required numerous, complex tooling
workflows and stateful, multi-step analysis and interac-
tions (e.g. web challenges). Table 2 breaks down agent
teams’ performance by challenge category, including suc-
cess rate and resource usage.

® Reverse Engineering (Rev): Rev is among the hardest
categories for agents and often incurs the highest time and
token costs. Only the strongest Sonnet-4.5 configurations
can solve more than a small subset of Rev challenges,
and overall agent solved rate is A10.47% | lower than
humans. This gap arises because Rev tasks frequently
require complex tool workflows and multi-step reasoning
where agents remain brittle (see §7.3).

e Cryptography (Crypto): Crypto is the most agent-
friendly category. Four agent teams (Proprietary Agent
and Claude Code with Sonnet-4.5, NYU with Sonnet-4.5,
and the Proprietary Agent with Opus-4.1) achieve a 100%
solved rate with relatively low time and token cost, while
humans are A10.47% | lower. Crypto is comparatively
easy for agents because these challenges only involve
basic file reading for the initial analysis, followed by

writing and running a solver script. LLMs were precisely
designed for these tasks [47].

e Forensics: Agents substantially outperform humans on
forensics challenges (A10.47% 7 in solved rate). Many
tasks in this category involve extracting and transform-
ing evidence from artifacts (e.g., corrupted files) using
straightforward, repeatable workflows that involve mostly
simple tool sequences. Once the agent creates an analysis
workflow, it can iterate much more quickly than a human.

o Web: Web challenges are difficult for both the au-
tonomous agents and humans. These challenges re-
quire an understanding of network protocol exploitation,
packet analysis, and involve intensive environment inter-
action. The proprietary agent, due to its strong interac-
tive tool support, was able to leverage the capabilities of
Sonnet-4.5 to solve both web challenges. With respect
to the the NYU and Cybench agents, they failed to solve
these challenges even with the strongest model, largely
due to limited support for interactive web sessions (e.g.,
maintaining state, handling multi-step workflows, and
reacting to dynamic responses).

e Other: This represents the five challenges across OS-
INT, coding, and hardware. Agents show moderate and
relatively consistent performance (roughly 20%-40% suc-
cess rate). These tasks are often decomposable into struc-
tured subtasks (search, transform, implement), although
physical hardware constraints can limit automation. Over-
all, agent teams outperform humans by A55.62% 1 points
in solved rate.

Finding 14 (#14) — Based on current model perfor-
mance, crypto and forensics are comparatively easier
for the agents than for humans, whereas reverse engi-
neering remains harder for agents and favors human
expertise; these mismatches suggest that human and
Al strengths are complementary.



7.3 The power of pair hacking

Agents excel at high-throughput exploration and tedious
work [48], but they are brittle when execution depends
on environment interaction or when a wrong hypothesis
leads to repeated retries. These failure modes are often
less challenging from a human perspective. Humans are
strong at inferring intent, prioritizing promising direc-
tions, and recognizing dead ends. This complementarity
makes pair hacking a natural winner: a human-in-the-
loop workflow in which the agent does the heavy lifting
while a human provides sparse, high-leverage guidance.

In our study, we discovered that most agent failures
were due to: (@) Problem solving loops Agents can get
stuck in unproductive retry cycles, repeatedly exploring
the same incorrect path. For example, with Haiku-3.5, we
often observed a “reset” behavior where the agent re-read
the prompt and artifacts and restarted reconnaissance,
effectively discarding prior progress. (8) Tooling/Envi-
ronment limitations Agents sometimes fail because the
required interaction is not supported by the tool layer
or execution environment. When this happens, they can
spend the remaining budget trying to debug an issue that
is outside their control. For example, the NYU agent
failed to solve web challenges because the network tool
was not designed for interactive web sessions.

The proprietary agent we studied supports both fully
autonomous runs and a collaborative pair hacking mode.
The developers built a UI that allows humans to monitor
the agent’s trajectory and intervene at critical decision
points. Interventions can be lightweight, such as provid-
ing a short hint, or operational, such as modifying the
execution environment by installing additional tools or
performing an interaction on the agent’s behalf. We asked
the developers to revisit the five challenges their agent
failed to solve autonomously and attempt them in pair
hacking mode. Using this workflow, they solved two ad-
ditional challenges, increasing the final score to 5700 and
placing first on both the human and agent leaderboards.

Case study. One of the two additional solves enabled
by pair hacking was a reverse engineering challenge in-
volving a GUI binary that revealed the flag after a correct
password was entered. The autonomous agent attempted
to run the binary to observe its behavior, but the sandbox
was command-line only (headless), causing execution to
fail due to the missing display. The agent then exhausted
its budget trying to “fix” execution rather than progress-
ing on the underlying Rev task. In pair hacking mode,
a human with reverse-engineering experience provided
three lightweight interventions that redirected the trajec-
tory: they (i) broke the execution-fix loop and shifted the
agent to static analysis, (ii) resolved an external depen-
dency by manually supplying a blocked dictionary file
(rockyou.txt) after a firewall prevented download, and

(iii) prompted broader code inspection after verifying
the decryption logic, which led the agent to discover and
replicate thousands of random () calls required to recover
the correct flag. This case illustrates how sparse human
guidance can bypass environment friction, interrupt un-
productive loops, and restore forward progress without
replacing the agent’s core problem-solving work.

Finding 15 (7;5) — This pair hacking scenario high-
lights the advantage of human-in-the-loop workflows:
the agent can run autonomously while humans provide
sparse steering and verification.

8 Threats to Validity

Internal Validity While we manually cross-referenced
individual scores to reduce missatribution (§ 5.3), some
participant submissions may reflect flags derived from
team effort, potentially overstating individual perfor-
mance. Additionally, we elected to have hybrid coding
performed by a single, trained, expert coder due to the
technical nature of the corpus and codes (§6.1.2). This in-
troduces the threat of idiosyncratic coding, which we mit-
igated by adopting a two-stage exploration-confirmation
codebook development process, however some risk re-
mains. Furthermore, although we assessed single-coder
stability via a blinded test-retest procedure, intra-coder
agreement measures consistency rather than correctness;
a degree of residual construct validity risk remains for
ambiguous cases.

External Validity As our study combines survey re-
sponses with qualitative content analysis of Al chat logs
within a specific context, we do not claim statistical gen-
eralizability. Instead, our goal is analytic generalization/-
transferability: we identify recurring patterns and mech-
anisms that may plausibly apply to similar users, tasks,
and deployment contexts, supported by detailed reporting
of study context and participant/task characteristics and
the full coding system [40]). Furthermore, our coding
process is sound, but the nature of the corpus is such that
there was variance in the number of logs obtained from
each participant, and the number of tasks contained in
each log. Although we normalize by episode/turn counts,
residual differences in task complexity may still affect
code prevalence (§ 6.2). Finally, because LLM behavior
varies across model versions, interfaces, and tool con-
figurations, observed patterns may shift over time and
may not directly generalize beyond the specific system
configuration studied.



9 Discussion and Conclusion

In this section, we distill our findings into four key dis-
cussion themes that conclude with practical takeaways
for the security community.

9.1 For CTF Organizers

CTFs have historically co-evolved with automation. Our
results observe that a similar transition is now under-
way for Al agents: in our setting, a fully autonomous
agent nearly matched the performance of the top human
teams (11). If a CTF’s goal is to evaluate security rea-
soning under pressure, organizers should anticipate that
autonomous agents can now solve a non-trivial fraction
of standard challenge archetypes, and quickly. A naive
countermeasure would be to add inordinately difficult or
convoluted challenges to confuse Al; however, such chal-
lenges would also discourage human players, defeating
the educational agenda that motivates CTFs. One design
adaptation could be to include tasks that are solvable by
humans but are operationally hard for current agents be-
cause they require robust interaction with complex, state-
ful tooling or environments. For instance, hardware chal-
lenges and tasks requiring real-time monitoring are likely
to favor human participants. Additionally, intentional
misdirection, such as prompt injections in the challenge
may confuse Al agents but is often easily recognized by
humans, amplifying human advantages further. In our
experiments, agents commonly failed from brittle exe-
cution and interaction, such as reproducing a challenge
in a specific environment, driving a browser workflow
with multiple steps, synchronizing with services that re-
quire waiting or state transitions, or handling tasks where
progress depends on careful, iterative inspection rather
than a single-shot script. Such challenges will remain
fair to humans if organizers provide clear setup instruc-
tions, stable artifacts, and good debugging signals, while
resisting fully autonomous “pipeline” solving (Fi2-Fis).

ELCEVEVA

CTFs will need to adapt to the use of Al agents and
deploy interactive challenges that engage the human
players while being operationally hard for Al agents.

9.2 For Cybersecurity Educators

When used as a scaffold rather than a substitute for rea-
soning, Al assistance can lower the entry barrier for CTF
novices (F10), improve skill acquisition, and help novices
progress more quickly toward independent problem solv-
ing. This was observed especially in participants who
prioritized information-seeking and were resilient to fail-
ure. However, unscaffolded learning can potentially lead

to performance without transfer: students complete tasks
more efficiently in the presence of Al guidance, yet may
fail to develop skills that persist when guidance is re-
moved. Zhou et al. illustrate this risk in an introductory
programming setting: LLM-generated hints improved
immediate debugging success, but the advantages disap-
peared when Al support was withdrawn [49]. Essentially,
if an LLM routinely proposes the next action, learners
may bypass the metacognitive work of deciding what to
do next and why (4y), weakening strategic planning, error
diagnosis, and critical evaluation of evidence. In cyberse-
curity education, where expertise depends on recognizing
patterns across unfamiliar systems and reasoning under
uncertainty, such reliance is especially problematic.

Al might be turned into a meaningful benefit, how-
ever, as new research argues for theory-driven, adaptive
scaffolding that is contingent on learners’ demonstrated
understanding and that fades as competence increases
[50]. For example, a future CTF could include an “educa-
tional” division with an AT assistant that could: (i) require
learners to articulate their reasoning (e.g., prompting for
hypotheses and justification before revealing hints), (ii)
provide tiered assistance that starts with conceptual guid-
ance rather than executable steps, and (iii) progressively
reduce specificity as the learner demonstrates improve-
ment. Such an approach could preserve the motivational
and accessibility benefits of timely help while mitigating
cognitive offloading.

Takeaway 2 ~
Our findings demonstrate an opportunity for security
educators to adapt existing work in Al scaffolding to
the context of solving security challenges, in order
to retain the educational value of CTFs and security
challenges in general while helping students learn to
leverage Al constructively.

9.3 For Emerging Security Practitioners

Our study suggests that alongside traditional domain ex-
pertise, Al literacy is becoming an increasingly important
skill for security practitioners. As we observed, in the Al-
assisted CTF setting, the highest-performing teams were
not simply those with the strongest CTF background,
but those who could maximize Al capability under time
pressure (#4). Consistent with our interaction analysis,
participants with strong Al-use skills (e.g., high-quality
prompting and structured iteration) were often able to
compensate for gaps in CTF domain knowledge and still
achieve strong outcomes, whereas some domain-expert
participants who struggled to elicit actionable guidance
or validate outputs saw their performance degrade despite
their underlying expertise (¥s).



Takeaway 3 .
Our findings show that “knowing security” and “‘us-
ing Al effectively” are now complementary competen-
cies. Next-generation practitioners should be explicitly
trained to use Al-enabled workflows to accelerate se-
curity tasks while preserving human responsibility for

| correctness and risk.

J

9.4 For AI Agent Developers

Our results show that the most effective workflow is often
neither “Al assistance” nor full autonomy, but a human-
in-the-loop pattern in which the agent performs high-
throughput work while a human provides sparse, high-
leverage supervision (f3-F10). Autonomous agents excel
at rapid reconnaissance, broad exploration, and repetitive
tasks, yet we repeatedly observed brittle failure modes
that lightweight human intervention can resolve (¥is).
For example, agents enter unproductive loops, issuing
repetitive commands or attempting brute-force methods
even if evidence suggests that the current path is un-
likely to succeed. Practically, this motivates the injec-
tion of a Human-in-the-loop layer in autonomous agentic
workflow design for security tasks, which (1) allows hu-
mans to monitor progress and re-plan when a strategy
stops paying off; (2) expose intermediate evidence and as-
sumptions so humans can quickly verify or correct them;
and (3) seamlessly integrate both high-level or precise
feedback in the agentic loop. However, building such
a human-in-the-loop layer would require us to rethink
the balance of autonomy and human intervention in the
design of agentic systems, in order to involve the human
in a manner that is usable, while also simultaneously
maximizing agentic autonomy.

Takeaway 4 \

At the task of solving CTF challenges, agentic systems
work best when there is a human in the loop to help
the agent strategize, identify conclusive evidence, and
recover from deadlocks. This paradigm is human-Al
collaboration in its truest form, and exposes a valuable
opportunity for effective use of Al in security that may
go beyond CTFs.

Ethical Considerations

This study was reviewed and approved by our Institu-
tional Review Board (IRB). All participants provided in-
formed consent before data collection and were informed
that participation in the research was voluntary and sep-
arate from participation in the CTF. Participants could
compete without joining the study, could choose whether
and how to use Al assistance, and could withdraw from

the study without penalty.

Cybersecurity research ethics. Cybersecurity re-
search is inherently dual-use as the same techniques
that improve defensive capability and education can be
abused for unethical and illegal activities. We therefore
designed our challenges to limit exposure of participants,
non-participants, and other third parties to avoidable risk
while preserving the scientific and educational value of
observing Al-assisted security problem solving. Further-
more, like all offensive-security education, CTFs carry
some risk of teaching skills that may be misused. Al
assistance can amplify this concern by lowering barri-
ers to exploration, automation, and exploitation-oriented
reasoning. We mitigated this risk through standard CTF
safeguards: the activity occurred in a scoped, controlled
competition environment; challenges used purpose-built
artifacts and infrastructure rather than third-party tar-
gets; participants operated under CTF rules and bound-
aries; and flag submission remained under human con-
trol. We also configured the Al assistance around propri-
etary models with strong safety alignment and provider-
level guardrails, reducing the likelihood that the assistant
would provide unsafe guidance outside the intended CTF
context. When safety guardrails limited responses, we
treated those events as part of the empirical record rather
than attempting to bypass them.

Compensation. The CTF is a standalone university
event with independent cash prizes, and we exclusively
recruited participants who were already registered for
and attending the competition. In other words, this study
is an ancillary product. As such, the $10 compensation is
for two surveys of about 15-20 minutes total, not the CTF
itself. We offered additional compensation to those who
provided additional logs from other AI chatbots at $2
per log. According to the US Bureau of Labor Statistics
(BLS) [51], our compensation of $10 for 20 minutes is
fair and reasonable.

Affected stakeholders. The primary stakeholders in-
cluded:

e Study participants were exposed to potential risks that
included time burden, stress or frustration from using im-
perfect Al tools under competition pressure, distraction
from normal play, learned overreliance on Al outputs,
and the possibility that the small external-log incentive
could encourage tool use that degraded performance or
reduced learning. At the same time, participants could
benefit from exposure to Al-assisted security workflows,
opportunities for learning and scaffolding, social and col-
laborative engagement, and enjoyment from experiment-
ing with new tools in a controlled setting.

e Non-participating CTF competitors may have also been
affected. Al-assisted participants may have changed the



competitive environment by raising the effective level of
some competitors and reducing it in others. We reduced
this concern by recruiting only from already registered
competitors, ensuring that non-participants could proceed
normally, and not giving study participants privileged
challenge information or direct score-related incentives.
o CTF organizers were affected because the study intro-
duced additional operational complexity and may have
influenced the character of the event. However, most or-
ganizers were directly involved in planning or running
the study, allowing research procedures to be coordinated
with event rules and logistics.

e CTF sponsors are also indirect stakeholders. Although
sponsors were made fully aware of the study, they could
have been affected by secondary consequences, such as
participants having a worse experience, learning less, or
becoming less likely to pursue a cybersecurity career. We
sought to mitigate these risks by preserving the CTF’s
educational goals, keeping Al use optional, monitoring
participant experience, and reporting findings in ways
that support improved future CTF design.

Data handling and confidentiality. We minimized
data collection to what was necessary for the study: sur-
vey responses, CTFriend interaction logs, submitted ex-
ternal Al logs, competition-related metadata, and any
optional qualitative feedback covered by the approved
protocol. We avoided collecting sensitive personal iden-
tifiers where possible and linked logs to study identi-
fiers rather than participant identities. Raw data access
was limited to the research team, and data were stored
in access-controlled institutional systems. External Al
logs provided by participants were handled under the
same confidentiality procedures as CTFriend logs. We
report results in aggregate, anonymize quoted excerpts,
and remove or generalize information that could enable
re-identification. Any released artifacts, quotes, or other
data are de-identified and limited to materials needed for
scientific transparency and reproducibility.

Open Science

To support our findings, we release study artifacts at
https://doi.org/10.5281/zenodo.20309511, includ-
ing (1) the pre- and post-survey instruments, (2) the
qualitative codebook, (3) the CTFriend code implemen-
tation, (4) TribeCTF 2025 challenge set (in §4.1), and
(5) autonomous agent experiment logs (in §5.3). More
details are also available on http://tingxuantang-
txt.github.io/CTF_website/.
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A Survey Design

Pre-survey design The pre-survey (17 questions) cov-
ered: (i) CTF background (experience, typical solve vol-
ume, self-rated skills by category), (ii) Al familiarity
(prior use and comfort with prompting/LLM tools), (iii)
expectations and trust (expected performance impact and
trust in outputs), (iv) anticipated interaction patterns with
Al, and (v) self-reported validation practices.

Post-survey design The post-survey measured: (i)
perceived helpfulness (including categories helped
most/least and time savings), (ii) perceived output qual-
ity (e.g., clarity, completeness, actionability, correctness),
(iii) failure experiences and coping strategies (responses
to incorrect or unhelpful outputs), and (iv) future adop-
tion and updated expectations.

Construct Validity While we designed our survey to
minimize bias or participant misunderstanding (§5.1,
there still exists the threat of ambiguous constructs or
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Figure 5: User Experience: user ratings across six eval-
uation dimensions. Box plots show the median and in-
terquartile range. Open circles represent outliers, and
colored dots indicate mean values.

inconsistent interpretation (e.g. participants may inter-
pret “expertise,” “confidence,” “usefulness,” “hallucina-
tion,” or “trust” differently). Additionally, the length of
the post-CTF survey, and with many participants taking
it directly following a long competition may have led
to acquiescence or satisficing. Thus, we allowed post-
survey submissions for two days post-competition. Fur-
ther threats to construct validity, such as poorly calibrated
self-assessment (e.g. over-estimation of expertise), im-
pression management (e.g. overreporting desirable be-
haviors such as carefulness, skepticism) may be present,
but represent part of the value of this study through their
comparison to obvservable behavior during the competi-
tion (§6.2).

B The Design and Implementation of
CTFriend

To study human—AI collaboration in live CTF competi-
tions, we design and deploy CTFriend, an Al assistant
tailored for CTF problem solving. CTFriend is not in-
tended to function as an automatic CTF solver; instead, it
provides a controlled and observable collaboration plat-
form that supports CTF participants in using Al assis-
tant during competitions, while enabling researchers to
observe and analyze human—AlI interaction behaviors
systematically. We released the platform in [40].

B.1 Design Goals

CTFriend is designed to support the empirical study
of human—AlI collaboration in live CTF competitions,
guided by the following design goals:

e  Farticipant-Centered Collaborative  Usability.
CTFriend should adopt a conversational interface

mirroring commonly used Al assistants, enabling
natural and familiar interaction while preserving human
decision-making authority. To support effective use in
time-constrained CTF competitions, the system should
minimize setup overhead and provide a unified interface
for accessing multiple LLMs, reducing cognitive burden
during live events.

o CTF-Specific Domain Orientation. The system is ex-
plicitly tailored for CTF problem solving and should
provide effective assistance for common CTF tasks and
reasoning patterns, improving the relevance of Al assis-
tance in competitive CTF settings.

e Comprehensive Observability. The platform should
enable the detailed observation of human—AlI interac-
tions while also providing real-time monitoring of system
health and application usage, ensuring reliable operation
and high-quality data collection during live deployments.

B.2 Implementation

CTFriend is implemented as a modular, tool-augmented
conversational agent centered around a unified reasoning
core. The agent is designed to integrate LLMs, external
tool services, and persistent state management within the
framework.

e User Interface. User interaction is handled through a
lightweight Streamlit-based frontend, which renders the
chat interface, displays conversation history, and captures
user input and feedback. To handle conversation history
and manage user sessions, a token-based authentication
mechanism is used along with a uniquely identifiable
token provided to each user. Successful authentication
of the user’s token results in the establishment of an
authenticated session. This session would then handle all
interactions and subsequent interactions for the duration
of the session. Upon interaction with the frontend, all
user input is passed via an API call to the corresponding
backend system, resulting in an Al-generated response.
Furthermore, runtime configuration parameters, such as
LLM provider and model selection, can be selected via
the Streamlit-based frontend and are later transmitted to
the backend as structured metadata embedded in the API
request.

o Agent Core. Using the LangChain framework, the re-
sponsibility for language model orchestration, conver-
sational context management, and tool invocation falls
to the backend agent core system. Support for multiple
LLM providers (Gemini, OpenAl, Anthropic) is realized
through dynamic client instantiation based on runtime
configuration. Additionally, short-term conversational
context is maintained in memory and backed to persis-
tent storage, allowing for multi-turn reasoning and per-
sistent conversation history and context, isolated for each
conversation.

o Knowledge Augmentation via Microservices. A central



aspect of CTFriend assistant is tool-augmented reasoning
through the Model Context Protocol (MCP). The agent
establishes persistent Server-Sent Events (SSE) connec-
tions to tool servers and dynamically registers available
tools at startup. During inference, the agent is capable of
autonomously invoking tools through structured requests,
integrating returned results into its reasoning process,
keeping the tool-using logic external to the agent.

A retrieval-augmented generation (RAG) knowledge

base is implemented as a standalone MCP tool server,
constituting the primary knowledge augmentation mech-
anism in the system. The RAG service preprocesses local
PDF and Markdown documents into semantically coher-
ent splits, embeds them using a locally hosted sentence
transformer model, and indexes the resulting vectors in
an in-memory Facebook AI Similarity Search (FAISS)
store. When invoked, the service performs a rapid and ef-
ficient semantic search, returning all relevant documents
to the agent, grounding responses in authoritative local
knowledge.
o Management and Monitoring All long-term interac-
tion data, including user identities, conversation sessions,
messages, and feedback signals, is persisted in a Post-
greSQL database. By externalizing these data, the agent
core remains stateless across executions, enabling reli-
able recovery.

System behavior and health are continuously observed
through an integrated monitoring stack based on cAdvi-
sor and Prometheus. Additionally, Grafana provides visi-
bility into container-level resource usage and application-
level interaction patterns.

C Qualitative Analysis

C.1 Coding Protocol

® Deductive Codes: Al Error codes were derived from
Sun et al. [52]’s classification of LLM errors. While this
work is primarily focused on issues regarding communi-
cation and social sciences, we believe it to be, with minor
adaptations, a high-quality and comprehensive classifi-
cation of Al errors encountered by participants. Prompt
Engineering strategy codes development guided by the
following Debnath et al.’s survey of LLM prompting
techniques, adapted for user-agent interaction in a CTF
environment [53]. Finally, base interaction pattern codes
were derived from those developed for the pre- and post-
CTF surveys, discussed in §5.1.

e Deductive Codes: Unless otherwise indicated, codes
are horizontally non-exclusive and multiple codes may be
applied to the same coding unit. All units were coded and
counted at the lowest subcode. We provide a definition
and frequency-only codebook in this appendix, while the
full code system with per-code protocols, decision rules,

instructions, and examples can be found on the website
[40].

C.2 Supplemental Information

e Operationalized Variable Definitions:

SucR: Success as a % of Success+Failure. Resolved
but Unknown excluded. Essentially, "what % of known
outcome task episodes were Success for the given demo-
graphic.”

Del2: Binary Odds Ratio of Delegate Full Task — Del-
egate Full Task - Multiple Challenges in Same Context.
Essentially, "what % of Delegate Full Task are followed
by another Delegate Full Task excluding those that co-
occur with Multiple Challenges in Same Context (i.e., the
same challenge was regenerated).

Del2Fail: Binary Odds Ratio of Del2Fail — Fail-
ure. Essentially, "what % of Del2Fail instances co-
occured with a Failure in the same task episode."

o CTF Scores: We found that team scores were too gran-
ular as our analysis showed meaningful variation in be-
havior and performance within teams. Meanwhile, not
all CTF players joined the study, which means that self-
reported scores were unavailable for some team members.
As aresult, reliable team-level expertise measures could
not be obtained. Since the CTF platform tracked flag
captures per player, we computed an individual score for
each participant based on their recorded flag captures.
To reduce misattribution, we manually cross-referenced
each flag submission with user logs to confirm the sub-
mitting player worked on the challenge and that no other
teammate completed it. Specifically, 68% of participants
competed solo, making individual scores fully accurate
in these cases. For team participants, we manually ver-
ified the challenges that each competitor engaged with
during log analysis and granted the full challenge score
only in cases where one individual visibly completed the
entire challenge solo, otherwise granting partial credit to
all team members. Figure 6 illustrates the links between
expertise and individual score.

e Interaction Length: Chat length varied wildly among
participants, with some participants able to find a flag
using only a few prompts, and others appearing to work
on a problem over many iterations without finding a so-
lution. Overall, the average chat length was 13.6, with a
median of 9, a minimum of 2 and a maximum of 56. The
average chat length is skewed by a small minority of par-
ticipants who maintained the same conversation for most
or all of the competition, attempting to solve multiple
challenges within the same context window despite being
instructed to not do so during onboarding. This behavior
was observed exclusively among users who reported zero
or novice-level Al experience and co-occurred strongly
with low-quality prompts, suggesting that these users
may not have had enough experience with Al agents to
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Figure 6: Correlation between Expertise and Score

fully understand the researchers’ instructions or general
best practices for Al use.

o Changes Over Time: Over time, lower-scoring teams
and less experienced Al users became more willing to
delegate larger tasks to the Al rather than asking pointed
questions. Specifically, prompts generally became larger
in scope, allowing the AI more room for interpretation
and generating strategies autonomously. For example,
early in the competition, a participant would be more
likely to ask “What command should I use in <software>
to achieve <specific output>?". Meanwhile, the same
participant, in a later stage of the competition or facing
a more difficult challenge would be more likely to ask
“What should I try next?”. However, higher-scoring teams
saw the opposite effect. These teams were more likely to
attempt to delegate the full challenge to the model in the
earliest stages of the competition, then increasingly break
task into smaller subtasks before providing them to the
agent at later stages. This may to be a manifestation of
a difference in strategic philosophy, with higher-scoring
players prioritizing easy points by delegating the chal-
lenges the Al is most likely to complete, then increasing
their level of effort and individual involvement as the
competition wore on.

D Evaluated agents

e Claude Code. We configured the Claude Code assis-
tant as an autonomous agent for CTF challenge-solving.
We design a specific prompt to encourage the agent to
follow a traditional CTF solving workflow (i.e., interpret
the prompt, reason about an approach, iteratively refine,
and output a flag when found). To improve robustness,
we prepared six prompt variants with minor adjustments
for common failure scenarios (e.g., warning about de-
coy flags). All prompts are provided on [40]. We report
results from the best-performing prompt configuration.

o CTF Solving Agents We used the NYU CTF automation

Category Challenge Human Al A Performance
Fl 86.05%  100.00%
) F2 3256%  41.47%
Forensics A44.76%
orensics F3 11.63%  33.34% 6%1
F4 0.00% 0.00%
c1 62.79%  33.33%
Crvotoeranh c2 5116%  75.00% A10.47% 1
yplograpiy c3 2558%  41.47%
R1 2326%  25.00%
Reverse Engincerin R2 34.88%  25.00% A10.47% |
& e R3 233% 0.00%
wi 9.30% 8.33%
Web A27.729%
¢ w2 465%  3334% o1
o1 233% 0.00%
02 3953%  50.00%
Other 03 44.19%  91.67% A55.62% 1
04 0.00% 0.00%
05 0.00% 0.00%

Table 3: Human vs. Al solved rate differences by cate-
gory. Solved rate represent what percent of teams solved
this challenge during on-site competition.

framework [23] and the Cybench agent framework [30],
which both provide agents specifically designed for CTF
solving. We note the Cybench agent framework expects a
different input format than the NYU CTF framework.
Our benchmark uses the NYU CTF syntax so some
benchmark conversion was necessary, but the informa-
tion provided to the agent remains the same. It is given a
challenge JSON and any files referenced in the JSON.

e Proprietary agent. In November 2025, Hack The Box
hosted the Neurogrid CTF, an Al-first CTF competition
to benchmark Al agents capabilities. We contacted one
of the top performing teams and asked them to evaluate
their agent on our benchmark dataset. According to them,
the agent was simply told to “solve the challenge” based
on the provided challenge description and files.

Execution environment. The proprietary agent was eval-
uated on a Ubuntu 22.04 server with a 64 core Intel(R)
Xeon(R) CPU E5-4650 0 @ 2.70GHz and 756GB mem-
ory. Claude Code and NYU agent were evaluated on a
Debian (ARM 64-bit) virtual machine with an 8-core
processor, 7.4 GB of memory, and a 124.8 GB virtual
disk, running under a VirtualBox hypervisor with NAT
networking. Cybench agent was evaluated on a macOS
14.5 with a arm64 architecture, 8-core CPU, 16 GB of
memory, and 460Gi of disk space. For local challenges,
the evaluation environment exposed the challenge arti-
facts (e.g., binaries, source files, or data files) to the agent
through an accessible directory. For remote challenges,
we hosted the target services on a separate server and
allowed agents to connect to them remotely. This setup
mirrors how participants interacted with local and remote
challenges during the live event while keeping the evalu-
ation procedure reproducible.
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