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Abstract—Regulators and standards bodies have recently pro-
posed several security compliance initiatives for IoT products.
These emerging standards and regulations seek to bring secu-
rity assurance to IoT products by way of compliance certifi-
cation. However, even certified IoT products exhibit common
vulnerabilities, which suggests the presence of latent challenges
in the certification ecosystem. This paper performs the first
qualitative, interview-based study (n=17) with IoT practition-
ers to understand industry perspectives and experiences of
IoT product security certification, in order to uncover the
latent factors and challenges obstructing effective IoT product
certification. OQur reflexive thematic analysis of the interview
transcripts leads to 16 key findings that uncover critical factors
affecting compliance enforcement in practice. We distill these
findings and our observations into 4 major themes which
represent critical gaps that must be addressed for product
certification to be viable for IoT.

1. Introduction

Internet of Things (IoT) product security certification
is gaining more traction after regulatory initiatives such
as the US Cyber Trust Mark [1]], which allow vendors to
voluntarily obtain certifications for their products. The moti-
vation for such initiatives is clear: regulators aim to motivate
product vendors to incorporate basic security considerations
into the development process itself, so as to bring about
holistic security improvements to IoT products. Similarly,
industry alliances and standards bodies have also created
several popular IoT standards and criteria, e.g., the IOXT
standard, managed by the 10XT alliance [2]. The standards
bodies delegate the security assessment task to independent
third-party certification/compliance labs, which evaluate IoT
products and assign compliance certificates.

Recent work by Mandal et al. [3] shows that this tra-
ditional approach to product security compliance may not
work for IoT as expected, i.e., as even certified IoT products
have common vulnerabilities that are within the scope of
the standard, and should have been detected during the
certification process. This instance of compliance failure
indicates the presence of latent challenges in the process
of product security certification; challenges that may not
be evident unless we address a key knowledge gap in our
understanding of this domain: of how IoT practitioners

from industry, who are the primary stakeholders in the
security certification of their products, perceive, practice,
and experience compliance certification.

Contributions: This paper presents the first qualitative,
interview-based, study of the perspectives and experiences
of ToT practitioners about compliance certification, par-
ticularly in the context of IoT products. We define IoT
practitioners as IoT developers, engineers, project managers,
contractors, security architects/engineers, and any similar
stakeholder involved in the development of an IoT product,
and hence, a key participant in security compliance certi-
fication as well. We conduct in-depth interviews with 17
IoT practitioners from diverse contexts, including the orga-
nization size, IoT product domain, and geographic region,
guided by the following key research questions (RQs):

RQ.: How do IoT practitioners view product security? In
order to investigate perspectives on compliance certification,
we first seek to understand the role that security plays during
product development, and the constraints that practitioners
have to deal with.

RQs: What are the current practices in product security
compliance certification for IoT devices? We seek to un-
derstand what practitioners know about IoT-specific product
security standards, as well as how they certify their IoT
products in practice. For example, do practitioners use loT-
specific standards (e.g., GSMA IoT security standard [4],
NIST security guidelines for IoT [5]]), or do they certify IoT
products using general security standards (e.g., Common
Criteria [6], ISO 27017 [[7])? In either case, why?

RQs: How do IoT practitioners perceive IoT security cer-
tification? We seek to understand how practitioners view
product certification, and the guarantees they expect. What
motivates them to seek certification? Do they equate cer-
tification with security? Is there a bias toward certification
using third-party labs, vs self-certification?

RQ,4: What challenges do practitioners face when pursuing
IoT Certification? What disincentivizes them? Our goal is to
understand what practical constraints that affect the adoption
and conduct of product certification. Particularly, we seek to
understand problems from the business (and not technical)
perspective that would hinder effective product certification.
RQs: How do practitioners perceive liability in case of
failures? Prior work has shown that consumers will mainly
hold developers liable for certification failures [3]]; but what



do practitioners think? Who would they hold most liable,
and what practical factors affect the attribution of blame?

Our interviews (n=17) and qualitative analysis result
in 16 findings that enable us to understand IoT product
compliance certification from the practitioners’ perspective.
Particularly, while practitioners overwhelmingly support cer-
tification for IoT products and certify IoT products us-
ing existing non-loT-specific security standards, in practice,
there is a significant reluctance in adopting IoT-specific
security certification, often on account of valid reasons that
tie closely with the organizational context. On the other
hand, we find certain other factors that incentivize certi-
fication, but only if the process of certifying the product is
robust and without error. We further distill these findings
into 4 major themes that capture the challenges obstructing
the widespread adoption and meaningful implementation of
product security compliance certification for IoT, recom-
mending solutions and changes where feasible.

2. Background

Domain-specific security and privacy regulations such as
the the Health Insurance Portability and Accountability Act
(HIPAA) [8]], the Payment Card Industry Data Security Stan-
dard (PCI DSS) [9]], and the California Privacy Rights Act of
2020 (CPRA) [10]] enforce best practices that enable organi-
zations to enhance the security of their products and protect
user data. The fear of billions of potentially vulnerable and
unregulated IoT products has prompted federal and state
governments to respond with similar policy initiatives for
10T, such as the US Cyber Shield Act of 2021 [11], the Cal-
ifornia S.B. 327 on the security of connected devices [12],
and the UK’s new product security and telecommunications
infrastructure regime [13]]. These policy initiatives for secure
IoT products have led to (i) an industry demand for IoT
product security certification, and (ii) a surge of new IoT-
specific security standards and certification programs from
the public and private sectors.

The emerging IoT-specific security standards and guide-
lines are of diverse origins. For instance, the US Cyber Trust
Mark [1]] and the NIST’s Core IoT Cybersecurity Capa-
bilities Baseline (NISTIR 8259A) [5] are offered by the
government, the TOXT [2]] standard and the IOTA A security
guidelines [14] originate with industry consortiums of IoT
product vendors, whereas the GSMA IoT standard [15] is
offered by an industry standards body. What these emerging
IoT-specific security standards have in common, however,
is that their enforcement follows the traditional product
security certification model.

To elaborate, regulators or standards bodies license third-
party evaluation facilities or labs to carry out the cer-
tification. Product vendors/manufacturers then hire these
labs to certify individual products. During the certification
process, product developers work closely with the labs to
address vulnerabilities that may emerge during the certifica-
tion process. For standards that also allow self-certification
(e.g., the Cyber Trust Mark), audits may be carried out by
third-party labs instead. That is, standards bodies such as

10XT and IOTAA develop the standard, but delegate the
actual enforcement of the standard to third-party labs (e.g.,
Dekra [16]] and Red Alert Labs [17]).

This approach disincentivizes rigorous security evalu-
ation, as vendors may indulge in forum shopping [18] to
select labs that offer the fastest path to certification, and
because labs have no incentive to improve given that the
regulators are outside of the loop of compliance certification.
Particularly, our prior work [3]] has found certified IoT prod-
ucts to have known vulnerabilities that fall within the scope
of the regulation, and hence, should have been caught by
the labs. This indicates the existence of unknown challenges
in practice that prevent effective security certification of IoT
products. As IoT developers and practitioners play a key role
in the certification process, this study is motivated by the
need to understand how IoT practitioners certify products at
present, with or without the use of IoT-specific standards,
as well as their perceptions and experiences of the same.

3. Methodology

Our study was composed of an initial survey aimed at
getting a broad understanding of the problem landscape,
followed by an in-depth semi-structured interview that forms
the basis of our qualitative analysis. The survey helped
us gain a preliminary understanding of how practitioners
perceive security compliance certification for IoT products,
which we then leveraged to design the interview guide.
While we provide a brief overview of the survey protocol
and results in Section [3.1] the rest of the paper focuses on
our interview study with 17 IoT practitioners from industry.

3.1. Survey Protocols and Results

This section provides a brief overview of the survey
protocol and results, which are further detailed in our online
appendix [19].

Survey Protocol: Our survey consists of questions regard-
ing participants’ familiarity and experience with security
compliance standards and certification for IoT products, and
their opinions on specific scenarios relevant to IoT product
compliance. The survey consisted of a mix of likert-based,
multiple choice, questions and open-ended questions (see
the online appendix [19] for the survey instrument). Our
survey protocol was approved by our Institutional Review
Boards (IRB). Participants were informed about the goal
of the study before participating in the survey. For re-
cruiting participants, we posted fliers on various developer
forums (e.g., SmartThings community [20]], Google Nest
community [21], OpenHab community [22], and the Home
Assistant community [23]]), LinkedIn and Twitter. Further,
we recruited four participants from a freelancing platform,
Upwork. We received a total of 685 responses, of which we
discarded 609 responses due to (i) incomplete responses, (ii)
ambiguous responses, (i) duplicate responses and (iv) mul-
tiple failed attention check questions. Finally, we obtained
76 valid responses.



Overview of Survey Results: The majority of participants
(70/76 or 92.11%) agree that IoT security standards are
important for the security of the product because products
with compliant safety standards are generally more trusted
by consumers. Most participants (67/76 or 88.15%) believe
that compliance certification positively impacts IoT product
security. The rest participants think that the certification has
no impact, i.e., the product would be just as secure (or
vulnerable) without it. While a majority (58/76 or 76.32%)
participants agree that a vulnerability in a certified product
indicates a failure of the security compliance process, only
10/76 (13.15%) participants believe that a vulnerability in
a certified product doesn’t necessarily mean the whole se-
curity compliance process is a failure. We leveraged these
initial results to prioritize questions in our interview guide.

3.2. Interview Protocol

We followed a semi-structured interview approach [24]
for our study. All interviews were conducted remotely be-
tween March 2024 and April 2024. This section describes
our interview protocol, i.e., the recruitment process, ethical
considerations and the interview process.

1. Interview Pilot: We conducted four pilot interviews with
participants from our professional network: one expert in
security research and three graduate students. Based on
the feedback from the pilot interviews, we rephrased some
questions that were not clear to participants and added
details to make them easily understandable.

2. Participant Recruitment: We used multiple channels to
recruit the IoT practitioners, that is, developers, program
managers, engineers, consultants, and others involved in the
development or security of IoT products. First, we invited
participants from our preliminary survey who are willing to
do the follow-up interviews, which yielded 4 participants.
We also recruited 8 participants from our professional net-
works and using a snowball sampling approach [25]]. Finally,
we posted the recruitment job on Upwork [26], and recruited
5 participants whose profile matched with our study criteria.
In total, we recruited 17 participants for our interview study.
Our participants are from various geographic regions (e.g.,
Asia, North America, Australia, Europe), hold at least a
bachelor’s degree, have an average of 10 years of industry
experience. We provide further details on our participants’
organizational and security contexts in Section [4.1]

3. Ethical Considerations: Our interview study was ap-
proved by our Institutional Review Board (IRB). We in-
formed the participants about the purpose of the interview
and that the interview will be recorded and transcribed.
Therefore, we emphasized that participants have the full
right to terminate the interview at any point or decline
to answer any questions they find uncomfortable. Partici-
pants were also informed that the information we collected
through the interview will be anonymized and only the
results obtained from analyzing the transcribed interviews
will be disclosed. If participants willingly mentioned any
private information such as product name, company name,
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Figure 1: Overview of the interview guide.

and such identifiable information, we de-identified them,
e.g., if participant mentioned any product name, we use
<product-name> instead of the actual product name in
the discussion. We made it clear to participants that the
interview will take approximately an hour of their time. We
compensated participants with $50 for their time.

4. Interview Process: We used a lead-interviewer approach
in all the interviews to make participants comfortable. All
of our interviews were conducted in English, and on Zoom.
Participants were provided with the Zoom meeting link
and informed consent form at least 24 hours prior to their
scheduled interview. At the beginning of the interview, we
briefly informed the participants about their rights during
the interview, i.e., the interviewee can decline to answer any
question or stop the interview at any point; however, they
cannot use any external tools to answer the question, and
they can retract a statement even after the interview. We also
informed them that the interview would be recorded and that
the recording would be destroyed after analysis. Finally, we
asked for their consent once again to record the interview.
On average, the duration of interview was 48 minutes.

3.3. Interview Guide

Based on our observations from the survey, we designed
a semi-structured interview guide for our study, provided in
Table [2] in the Appendix. Figure [I] illustrates the interview
guide, organized along five sections:

Participant Background: To make the participants com-
fortable, we started the interview with warm-up questions
about their background and organizations. Particularly, we
asked participants about their roles and their work ex-
perience in the context of IoT product development. We



leveraged the context acquired from this section when asking
follow-up questions in the later parts of the interview.

IoT Security and Organizational Context: We asked about
the development process they follow for IoT products. Fur-
ther, we asked participants how they or their organization
ensure security in the IoT products and how they test for
security. Participants were also asked about their preference
between using third-party libraries and in-house develop-
ment for security-sensitive functions. We also explored what
factors affect the security of IoT products.

Knowledge and Experience with Product Security Com-
pliance Standards: The goal of this section is to understand
participants’ familiarity with product security compliance.
Particularly, we asked participants if they had experience
with product security compliance standards relevant to IoT,
and if they had participated in the certification process, and
in what capacity.

Perspectives on IoT Product Security Certification: We
asked participants about their preference between third-party
certification and self-certification. We also asked partici-
pants to provide their opinion about how certification may
influence the security of the product as well as product
release deadlines. We further enquired about the challenges
relevant to product security certification. Finally, we asked
participants to describe their responsibilities, as well as of
others in their organizations, in the process of certification.

Vulnerabilities in IoT Products: We asked participants
about their vulnerability or bug reporting systems, how
they address the reports, and if they could provide any
examples. We asked participants which stakeholder(s) they
would consider to be liable if a vulnerability were to be
found in a certified product.

After the main interview, we asked participants if they
had additional remarks or feedback. We also asked partic-
ipants whether they were willing to provide their demo-
graphic information. Finally, we informed them about the
payment process, and concluded the interview.

3.4. Transcribing, Coding and Analysis

We used Whisper [27] to transcribe the interview record-
ings. We manually reviewed the transcripts for errors and
anonymized any private or identifiable information.

We used reflexive thematic analysis with the induc-
tive coding approach to analyze the transcripts [28]]. We
followed a single-coder approach for coding and analyz-
ing the transcripts as this approach is considered a good
practice for reflexive thematic analysis [28]]. One of the
authors got familiarized with all the transcripts, coded the
transcripted data inductively to build the codebook, and
identified patterns. The coder iterated through these steps
to finalize the themes. During the process of coding and
theme development, the coder discussed the codes and the
identified themes with the team, and refined them based on
the discussions. The coder did not only discuss to reach an
agreement; it was considered an opportunity to clarify the
observations and insights and explore alternative ways of

interpreting the data, coding, and patterning that were not
considered before, as is the best practice [28]. The codes and
identified themes were refined based on the discussions.
Researcher subjectivity is considered an asset in reflexive
thematic analysis [28]]. However, it is also important to note
that the coder’s experience and beliefs/focus tend to influ-
ence the code book. We provide the code book in Table [3]in
the Appendix, and describe the coder’s positionality below:

Coder’s positionality: The coder is a senior Ph.D. student
with 5 years of experience in IoT security & privacy re-
search, with an emphasis on qualitative and quantitative
studies, as well as vulnerability analysis, and a dissertation
focus on compliance certification in IoT. The coder also
has one year of industry experience in software develop-
ment, and is involved in industry collaborations centered
around security and privacy. Particularly, the coder has been
exposed to the technology pain points in industry and is
equipped to understand the perspectives of practitioners. The
coder’s focus is on understanding the security implications
of the perceptions, beliefs, and experiences of industry prac-
titioners. They believe that security is critical for protecting
consumers, and more important than plain compliance. As
a result, the codebook and analysis may lean toward codes
that help in the exploration of the security implications of
the practitioners’ perceptions and experiences, rather than
codes that are purely about describing compliance for com-
pliance’s sake. This focus aligns well with the goal of the
paper as well, i.e., this is a security-focused paper, which
seeks to enable gains in security by uncovering participants’
pain points when conducting security certification.

3.5. Limitations

As with any user study research, the responses from
our participants may be influenced by biases due to self-
reporting factors (e.g., over-reporting and under-reporting)
and social desirability bias. To address this, we ask partici-
pants to provide examples based on their experience.

Further, as this paper reports our findings from a qual-
itative study, we acknowledge that the findings may not
generalize across a large body of participants. However,
considering the participants’ diverse backgrounds in terms
of their demographic regions, organization size, product
domain, and organizational roles, studies like ours can be
considered reliable [29].

Finally, while participants expressed opinions on lia-
bility, they may not have concrete knowledge about the
relevant legal frameworks to articulate who is liable. Thus,
conclusions drawn from such responses are entirely based
on the participants’ perspectives. Furthermore, while IoT-
specific regulations are emerging, to our knowledge, there
is no legal framework that articulates liability in the event
of certification failures or attacks, and at present, most
jurisdictions act on such issues on a case-by-case basis.
Therefore, this paper discusses the liability based on the
practitioners’ perspectives, and does not take legal positions
on liability in IoT compliance certification.



TABLE 1: Overview of the interviewed participants: their position(s), product domain(s), region, organization size and interview duration.
We have abstracted certain details for preserving anonymity.

1D Position(s)* IoT Product Domain(s)2 Region3 Organization Size* Duration
PO1 Director Smart Transportation South Asia Small 1 hr 20 min
P02 IT Department Head Industrial IoT North America Large 38 min
P03 Chief Technology Officer Industrial IoT Southeast Asia Small 44 min
po4!€ Developer Agriculture Automation, Security system  North America Large 51 min
PO5 Chief Executive Officer Automated Retail South Asia Small 43 min
P06 Developer, IoT Consultant Security System North America Medium 37 min
P07 Security Analyst Smart Home West Asia Medium 34 min
P08 Project Manager, Mechanical Engineer Military IoT South Asia Small 41 min
P09'¢ Senior IoT Engineer Smart Transportation, Smart Home South Asia Medium 50 min
P10 Senior Software Engineer Major Smart Home Platform South Asia Large 40 min
P115¢ Project Manager, IoT Software Developer Smart Transportation, Healthcare Europe Small 46 min
P125¢ IoT Consultant, AWS IoT Architect Industrial IoT Europe Very Small 59 min
P135¢ Senior Developer Agriculture Automation, Healthcare South Asia Small 50 min
P145¢ IoT Consultant, Developer Healthcare, Asset Tracking South Asia Very Small 54 min
P15 IoT Security Researcher Smart Home South Asia Small 56 min
P16 Managing Director Security System, Smart City Australia Small 54 min
P17'¢ Principle Security Architect Industrial IoT North America Large 41 min

Lpositions are self-reported by the participants, 2Product domains are selected based on the products participants have experience working on, We only report the region where
participants’ office is located, 4Orgamization size ranges from very small (1-9), small(10-99), medium(100-999) and large (1000+), ICIndependent Contractor — Participants
with this annotation also work as independent contractors for other IoT vendors. SCSub-contractor — The organizations of participants with this annotation sub-contract

development work from other IoT vendors.

4. Interview Results

This section describes the results from our analysis of 17
semi-structured interviews. We first discuss our participants’
organizational context, and then we discuss how security is
incorporated into the IoT product development life cycle.
After that, we delve into the current IoT security compliance
and certification practices, overall perspectives on certifica-
tion, and the challenges in the certification process. Finally,
we discuss the practitioners’ opinions on responsibility and
liability in compliance certification.

4.1. Participants and Organizations

Our 17 participants come from diverse organizational
contexts, geographic regions, and roles, as shown in Ta-
ble To elaborate, we recruited participants from small
to large companies, working in an array of roles/positions,
and across several demographic regions. Furthermore, some
of our participants also work as independent contractors. In
fact, some of our participants work in organizations that sub-
contract 10T development work for other IoT vendors, in
addition to developing their own products, and as such, can
also be considered as independent contractors from the IoT
product vendor’s perspective, as annotated in Table [I] In-
terviewing participants across these diverse contexts helped
us understand how IoT security compliance standards are
enforced in various unique circumstances.

4.2. The Role of Security in Product Development

This section characterizes how security factors into the
development of IoT products, with the goal of contextual-

izing the later discussion on security certification.

4.2.1. The impact of the the triangle of the project on
IoT product security. IoT product development is severely
constrained by the triangle of budget/costs, time, and scope,
i.e., as P11 states, “As a usual project management process,
it depends on so-called ‘triangle of the project’. Including
budget, times and scope of work...kind of a balance between
these three parameters.” These three factors determine the
emphasis on security of the IoT product during development.

Participants often complained about having to adjust
their product’s security requirements due to limited budgets.
P8 shared an experience that exemplifies this issue: their
team lacked security experts at the time of product devel-
opment, and failed to adhere to any security standards or
best practices, (potentially) exposing their project to security
issues. After the development, their organization contracted
a security consultant through their professional network, and
the consultant then “handled” the security of their product
post-development. From our analysis of the transcripts, we
observed that this was a common trend, i.e., of budget
constraints causing the lack of security expertise in the team,
resulting in the IoT products rarely being secure by design.
This trend may generalize beyond IoT products, i.e., prior
work [30]] has also found the lack of an adequate budget to
be one of the main causes for deferring software security.

Finding 1 (F;) — Budget constraints mean the lack of
security experts in development teams. This causes secu-
rity issues to persist in developed IoT products, which
are only addressed post-development using third-party
security consultants.




When it comes to deadlines, we observe that most par-
ticipants are inclined to deliver secure products, and hence,
prioritize security over deadlines, e.g., by adapting internal
deadlines to address security problems discovered during
development. A comment from P2 reflects this general
sentiment, which is also seen in recent work [31]]:

“..always ensuring the security of the product...we
don’t cut out those problem because the deadlines are
set by us to be able to meet the consumers require-
ments" — P2

That said, independent/sub-contractors did not experience
as much control over deadlines as first-party developers
(whose organizations develop the product). Such participants
recalled giving in to arbitrary deadline pressure from clients,
and delivering code without addressing security concerns:

“Sometimes our deadline has been moved forward and
it messes up with the security guarantees whereby,
because I really want to give my client the best, but
due to the fact that they need the product really early,
I tend to finish up immediately .... sometimes it would
lead me to taking shortcuts. And sometimes the whole
security guarantee might be overlooked" — P4

The primary cause of this pressure from clients is because,
as P14 states, “most of the clients are in a hurry to get into
the market.". Some practitioners such as P14 recall pushing
back against this pressure from clients to meet deadlines if
product security hangs in the balance, and instead, convinc-
ing customers of security being a valid “reason why the
task is getting delayed". However, this sentiment was rare
among independent contractors.

Finding 2 (F3) — Most participants prioritize security
over deadlines, delivering secure products by delaying in-
ternal deadlines and convincing customers. However, this
trend is not seen in independent contractors, who have
far less agency when it comes to adjusting deadlines, and
often sacrifice security to deadline pressure from clients.

Recent work by Ami et al. [31] has found a similar
sentiment among software developers, i.e., where software
developers prioritize security, over deadlines. However, our
results also highlight cases where practitioners sacrifice
security due to non-technical requirements, e.g., when in-
dependent contractors are bound by contractual deadlines,
echoing observations from past studies with software devel-
opers [32], [33].

Finally, most practitioners expressed that they try to
maintain a certain minimal security baseline, often influ-
enced by existing standards (e.g., the GSMA IoT security
standard [4]]). However, we observe that in locales where
such standards are non-existent, and the “scope” of such
minimal baseline security guarantees is unclear, practitioners
may forego even basic security measures:

“Right now, we don’t have any encryption for this. No,
but those can be used directly from the server because,
in our country, we are not that much aware of our data

breach, our information security...So you can say we
are taking the benefits right now for this." — Pl

This clearly shows willful negligence due to the lack of
enforced loT-specific security compliance standards.

Finding 3 (F3) — Although most practitioners follow
baseline security best practices, it is possible that in
the absence of any enforced product security standards,
practitioners forego security entirely.

4.2.2. Using third-party libraries for security-sensitive
functionalities. While some participants believe that de-
veloping security-sensitive functionalities in-house is better,
most participants stated that reinventing the wheel is not an
efficient way to work, and “you can’t have everything in-
house". Furthermore, participants state that using third-party
libraries can help save on budget and time during product
development process while also ensuring security (assuming
the library is well-tested):

“... from the other side, they will save a lot of budget
and a lot of time. And I can say that in 99% of our
projects, there were no big issues with security. At least
we don’t know these issues. So the optimal way is to
use somebody’s work instead of inventing the wheel
each time you’re doing another project” — P11

Participants pointed out two key factors that developers
must consider while using third-party libraries for security-
sensitive functionalities: (i) third-party libraries (can) have
vulnerabilities (also reported in [34]]), and that the developer
must use (i) the latest versions (in a bid to avoid known vul-
nerabilities). Moreover, participants expressed that the key
concern when using third-party libraries is that of assuming
responsibility for the security vulnerabilities that exist in
third-party code, i.e., none of the participants in our study
believed themselves to be responsible. As P11 asserts,

“as soon as we are using third-party libraries, for
example, or software development kits, we cannot be
responsible for security of this part of the projects or
implementation" — P11

However, participants also expressed that the developers of
the libraries are not held responsible in practice either, as
“[vulnerabilities in a] lot of dependencies from third party
developers that never come to responsibility at all. (P11)”

Finding 4 (F,) — Participants view the use of third
party libraries and SDKs in developing IoT products
as unavoidable, are aware that the libraries may have
vulnerabilities, and recommend using the latest versions
to avoid vulnerabilities. However, if a vulnerability is
found in a library they use, participants are also firmly
against assuming any responsibility for it.

This finding may reflect a more general tendency among
developers even beyond the IoT domain, as prior work by
Derr et al. as found that app developers use third party li-
braries with known security vulnerabilities, and demonstrate
a tendency to implement fixes by updating libraries [34].



If product developers decline all responsibility, and if
library-developers never assume any responsibility either (as
seen from the experiences of our practitioners), the question
is, who is responsible for addressing security issues found
in the third-party libraries used in IoT products?.

4.2.3. Maintenance — vulnerability reporting and
fixing the issues. Independent/sub-contractors and practi-
tioners employed at an organization building an IoT product
have different responsibilities when it comes to product
maintenance after release, which affects how they address
vulnerabilities in IoT products. For further clarification,
participants were asked about examples of reported vulner-
abilities in their product/organizational contexts. Note that
the discussion is in the context of security vulnerabilities;
however, most of our participants used the term “bugs” to
describe vulnerabilities. Most participants who are employed
in the organization building the product mentioned that they
usually maintain vulnerability/bug reporting systems, and try
to fix vulnerabilities that they deem as valid:

“...solved almost, I guess, eight to nine bugs [vulner-
abilities] in the past one and a half years” — Pl

P7, whose organization does not use a bug reporting system,
described the use of bounty hunters instead:

“We hire bug bounties whereby we introduce maybe

an incentive for everyone who is willing to...check our

systems for any bugs" — P7
However, when participants work as independent contrac-
tors, their service level agreement (SLA) dictates whether
and to what extent they would be be involved in vulnerability
fixing. While most describe using systems such as JIRA, or
using emails and log collecting mechanisms to track vul-
nerabilities reported by clients, this support is time-limited.
That is, contractors provide such maintenance services only
for a short duration pre-defined in the SLA, and as a result,
are responsible for only the immediate testing of the code
covered under the contract, rather than for vulnerabilities
discovered through the life of the product. For example, as
P14 states, “we keep like 10% of time as a free support.
So for example, it’s a one-year project. So one month free
support.”

However, despite this leeway, some, like P11, recall pro-
viding maintenance services for vulnerability testing/fixing
beyond the time required by the SLA:

“It really depends on the agreement and contract we
signed...sometimes we like keeping our support team
working in some three or six months after we finish
the project” — P11

In contrast, some others do not provide any support for
addressing vulnerabilities beyond the SLA, and completely
delegate the responsibility to the client:

“if some bugs are discovered, the customer [loT ven-
dors] should be equipped with tools and knowledge to
solve those bugs themselves." — P12

Finding 5 (F5) — Independent contractors are not re-
quired to address vulnerabilities in the code they were
contracted for beyond the length of the contract, and hold
the IoT vendor responsible for addressing any vulnera-
bilities found beyond the contract period.

Finally, after an in-depth analysis of the responses from
independent contractors, we could not reach to a conclusion
regarding what happens in practice when a vulnerability is
found in an IoT component (developed by a contractor) that
is not under any maintenance agreement.

4.3. Practices in IoT Compliance Certification

We now describe what practitioners know about IoT
security compliance standards and certification, and how
they certify IoT products at present.

4.3.1. Knowledge of IoT Product Compliance. While
all of our practitioners were familiar with general software
and product security standards, we observed that only a
few were aware of IoT-specific product security standards
and guidelines, such as IOXT [2], the GSMA IoT security
standard [4], the NIST security guidelines for IoT [, and
the IoT Security Foundation (IoTSF) standard [35]. How-
ever, awareness of these standards does not imply practical
experience. For instance, P13 shared that they learned about
IoT compliance standards via an information session in their
organization a few years prior, but they “haven’t started
applying any of them". In some cases, organizational divi-
sion of responsibilities shielded developers from having to
know about applying certain security standards to the very
products they developed, e.g., as P10 states,

“...they give us the requirements, the features, we
develop it, we test it on our own, unit testing and
others that we could possibly do, and then we give the
release to the counterpart that is in <country-name2>,
they test it, and if they found any issues, they give us
back. So I think the total security part like user security
or compliance, all are handled outside of <country-
namel>." — P10

The need to maintain confidentiality regarding the devel-
opment of highly sensitive IoT products may contribute to
this lack of experience as well. P8 explained how their
organization segments such products into minute compo-
nents, and then assigns those components to individual
developers without giving them any intuition regarding the
other components, eventually combining them in an opaque
manner, akin to a “zero-knowledge proof™:

“...zero knowledge proof, like we have segmented our
whole project into some modules smaller modules like
our one intern or fresher are working only on one
module so he is not aware of the other modules" —
PS8

Other participants also expressed similar sentiments, that

when working on large projects, developers do not have
much freedom to even know about the whole, let alone



influence the enforcement of a compliance standard. As
P10 states, developers are bound to follow organizational
guidelines “even if the guidelines are not perfect".

Finding 6 (Fs) — There may be a significant knowledge
gap among developers when it comes to the practical
application of IoT-specific product security standards,
owing to slow adoption by organizations and the opaque
segmentation of product development tasks.

4.3.2. Current Practices in IoT Product Security Cer-
tification. That participants have little practical experience
with IoT security compliance standards does not imply that
the IoT products do not undergo security certification at all.
In fact, most participants stated that their IoT products do
undergo security certification, but the certification is of the
general kind, i.e., security standards and certifications that
apply to any software or hardware product, and not specific
to IoT (e.g., ISO 27017 [7]], UL certification [36]], and CE
mark [37]]).

Most participants stated that they opt to certify their
products when they want to export them to a country that
requires a specific certification. However, the lack of a regu-
latory requirement may also disincentivize the need to seek
security certification, e.g., P1 states that “..in <country-
name>, there is no currently, there is no such certification
right now.” Similarly, P9 also states that they only “have
maintained some ISO certificate which is mandatory for the
manufacturing”. Further, participants from organizations in
their early stages of growth (e.g., P9) generally avoided
product security certifications, even if it meant limiting
their markets, given the additional time and budget the
certification process entails.

Participants who work as independent contractors con-
sider certification as outside their scope of work, and as their
client’s responsibility. This stand is particularly motivated by
the tendency to distance themselves from any liability from
security issues in the product, as P12 aptly states,

“they [client] followed the certification by themselves
because they already were established the manufac-
turer in the market. They know all the required certifi-
cations. Basically, they know what they are doing from
the legal perspective.” — P12

Finally, one of our participants was not only familiar with
IoT-specific security certifications, but had also applied a
popular standard, TOXT [2f], to their own products:

“...we usually contact that the ioXt to look into most
of the things we do in our company to make sure that
everything is done accordingly..." — P6

Finding 7 (F7) - IoT products generally undergo security
certification using existing (non-IoT-specific) product se-
curity standards. However, several factors disincentivize
certification, such as the lack of regulatory requirements,
organization size, and in the case of contractors, the lack
of ownership in (and hence liability from) the product.

4.4. Perceptions of IoT Product Certification

After learning about current practices of compliance
enforcement and certification, we aimed to understand par-
ticipants’ perspectives on the IoT security certification.

4.4.1. Certification implies Trust. Regardless of their
current adoption of IoT-specific product security standards,
all participants believe that IoT security certification is es-
sential for security assurance.

“I think it is good in terms of, you know, making your
product certified so that it gives assurance to your
end client or end customer, right? That our product
is certified. So it gives a kind of a trust base to your
product " — P14

Particularly, most participants were keen on certifying

security/privacy-critical IoT products, i.e., as P15 states,
“I’'m more concerned about the medical devices here.
If the security vulnerabilities are coming on the med-
ical device and the medical device are connected to
the internet. The patient data is very sensitive and i’m
very much concerned about that. So definitely those
devices to be certified..." — P15

There is also a perception among practitioners that if the
IoT product is certified, customers would be more likely to
trust it and prefer it over non-certified products:

“as they’re being concerned about the security they
are willing to purchase the product which is certified
and avoid the product which is non-certified right so
it is always a good practice to have" — P8

Similarly, participants also mentioned that consumers will
be willing to spend more on a certified IoT product, espe-
cially if the product handles sensitive information.

“If it is a solution for some very high sensitive data,
then customer will choose the higher cost product with
the certification" — P16

This perception among practitioners (i.e., of consumer-
preference for certified products) aligns with prior work
that shows that security labels for IoT devices can influence
consumers’ purchase decisions [38], [39]] and that consumers
are willing to spend more for secure IoT products [40].

Finding 8 (Fg) - Practitioners are overwhelmingly in
support of adopting IoT-specific security standards, and
view certification as important for security assurance,
especially for security-critical IoT products. Practitioners
also believe that certification makes products attractive
to consumers, which echoes findings from recent work.

4.4.2. Certification does not imply security. While par-
ticipants agreed that security certification for IoT products
is necessary, they believe that the processes involved are not
accurate. P12’s comment summarizes this sentiment:

“...the way that certification process is actually imple-
mented, is not always perfect. It’s sometimes far from
being perfect.” — P12



Particularly, participants recalled from experience that certi-

fication may not always lead to security, and overly focusing
on fulfilling certification criteria sometimes causes them to
overlook certain security issues.

“let’s say you have 20 criteria to follow up so some-
times what happens that if you are on too much time
crunch...so you just complete the two 20 criteria, and
you deliver them the product, and they inspect the 20
criteria and send us through. But those 20 criteria are
not all the measurements that should be taken so there
is always a flaw" — P3
In fact, P11 stated that focusing on unnecessary security
compliance requirements actually distracted developers from
the security of the product (i.e., finding and addressing
vulnerabilities in the product), which may make the product
less, and not more secure.

“in the practice, it may even reduce the level of
security in some times just because it’s bring more
work for the developer for the project planning and
development and maybe give some less focus on the
main topics but concentrate developer’s target on the
certification itself." — P11

Prior work on organizational/IT security compliance (i.e., as

opposed to our context of product security certification) has
observed similar perspectives among practitioners [41]], [42],
which may indicate a systemic problem with the overarching
compliance certification approach in industry.

Finding 9 (Fy) - In practice, compliance certification
may not always improve product security, with practi-
tioners often blaming inaccurate or cumbersome compli-
ance requirements that distract from the task of actually
addressing vulnerabilities in the product.

4.4.3. Preference between third-party certification by
certification labs vs self-certification. When asked about
their preference between certification by third-party labs and
self-certification, most participants expressed support for an
independent third-party certifying their product. Participants
felt that self-certification would be biased, and moreover,
that dedicated certification labs with the facilities to properly
assess the product would be better, i.e., as P1 states, to en-
sure that “..a certain level of quality is being maintained."

However, the few participants who supported self-
certification argued that biases could be eliminated through
cross-team testing, i.e., as P3 describes,

“we have a cross-team like one team validates each
other results so that way if there is any fault it will be
[addressed] by other teams" — P3

Moreover, biases and conflicts cannot be overruled even
with third-party testing, particularly given how labs and
standards bodies can also be affiliated with (competing)
product vendors. P2 shared a bitter experience of product
security certification involving a third party lab that was
affiliated with a competitor (not directly, but to an extent
that the evaluation would be biased against P2’s product):

“...the third party is a company that is a kind of a
competitor with us. So, the certification process was
done based on bias .... disrupt the progress of the
projects, and we tried to survive the disaster that
caused the company.” — P2

Such experiences and imperfections in the ecosystem and
processes may dissuade practitioners from seeking certifica-
tion for their products using third-party labs. Instead, a few
of our practitioners argued that self-certification would be
beneficial to them in terms of increasing consumer trust in
their brand, as it shows that the organization had “gone fo
the extent of certifying the product”.

Finding 10 (F7¢) — Practitioners generally support certi-
fication by an independent third-party lab citing biases in
self-certification and the lack of adequate security testing
in-house. However, third-party testing may incur its own
biases stemming from conflicts of interest.

Finally, participants also asserted that third-party certi-
fication should not cause organizations to rule out internal
security testing, i.e., that it is best to test the product in-
house lab before going for third-party certification, which is
better for security and also cost efficient, i.e., as P14 states,
“you can do on your in-house lab so that you can go outside
on a third party lab to obtain for the certificate and that will
reduce the time and also the efforts because the third party
labs going to charge you and it also going to delay you."

4.5. Challenges in IoT Product Certification

Participants pointed out several challenges such as cost,
time, and lack of expertise and resources that affect the
proper adoption of product security certification. Some of
these challenges are identical to those participants face when
ensuring the security of their products (Fy).

4.5.1. Keeping up with certifications is costly.
Certification does not incur a one-time cost, but instead,
practitioners often have to spend significant additional sums
to maintain the certification, and to obtain re-certification for
newer versions of their product, e.g., as P1 states when asked
about certification costs, “sometimes there are some third
party companies who can charge more than you imagine
for a certification".

Cost is one of the biggest challenges that IoT practi-
tioners face when considering product security certification.
Participants from small/medium sized organizations (often
called “small and medium enterprises” or SMEs) described
how given their funding constraints, certification is unafford-
able, e.g., as P1 states, “...whatever the fund we are getting,
that is not even feasible for one or two months of running
the operation.”

Moreover, participants describe how negotiating with
various labs to bring down the costs can actually impact the
quality of the security testing received, with cheaper labs
also providing a faster path to certification with minimal
testing, i.e., as P15 describes,



“Usually what will happen, suppose if any companies
doing the certification for 60,000 <local currency>,
any other company (gets it done) for 50,000 <local
currency>...I think that will definitely impact on the
device security part" — P15

Vendors may seek such labs that are cheap and/or provide

an easy path to certification, in a phenomenon known as

“forum shopping” [18]], as we discuss in Section [5]
Alternately, fulfilling certification requirements in-house

entails knowledgeable staff and proper facilities for security

testing, which is challenging for SMEs, i.e., as P7 states:
“Some of the challenges is lack of knowledgeable
security experts who can do the certification. You'll
find that to get a really qualified person, you have to
be willing to pay a lot. And for a company, we have
not gone to that extent, having the ability to certify
our own products." — P7

SMEs with limited budgets do not have the flexibility to
address these issues. Not only do they lack in-house security
expertise, as discussed in Fj, but they also the lack proper
know-how regarding IoT certification (as also discussed in
Fe), which poses a significant challenge, i.e., as P4 states,

“some loT manufacturers may lack awareness or un-
derstanding for the importance and also the benefits
of certification process for ensuring product quality,
security, and compliance.”" — P4

Finding 11 (F7;) — Budget constraints and the contin-
uous costs associated with certification severely restrict
practitioners from SMEs from seeking security certifica-
tion for their IoT products. Participants also offer that
selecting labs based on cost may backfire, i.e., may en-
able cheap certification at the cost of security guarantees.

Prior work has also identified similar challenges with
SMEs at large. Particularly, Wolf et al.’s study with Chief
Information Security Officers (CISOs) with small business
experience found that using proper security guidance is
costly for small businesses, as there is a hidden cost for
effectively implementing the security guidance [43].

4.5.2. Time to certify vs. the competitive IoT market.
Practitioners noted that while certification labs require a
long period of time to test and certify products, including
time for revisions and fixing vulnerabilities, IoT vendors are
also under serious market pressure to release their products
before their competitors. The main challenge here is that if
the product fails during certification, then the development
team needs to fix the discovered vulnerabilities and again
redo the certification, which requires additional time and
may hamper the product’s release deadline. P14 shared an
experience that exemplifies this issue:

“«

.. it was 10 days long process. First attempt that we
failed, we failed on the first day itself. They put our
device and it failed ... by this experience, we get to
know that, okay, this has to be planned earlier and
this has to be included when you commit anything to
your end customer as well" — P14

The situation is even more critical if the product is already
in the market, and if updates are delayed due to certification,
i.e., as P10 states, “it (time) is very much a vital element as
you are working on a product that is already in the market....
it will bounce back very heavily if things doesn’t go right."”

Participants noted that projects may get stalled or even
shut down if things go wrong during certification:

“So if there are some issues discovered on those steps,
depending on how severe those issues are, that might
require you to change a small fraction of the whole
solution or maybe you need to redesign everything
inside out...it can even put the whole project at risk
because you already invested a lot of time and money
to develop something. And if that something is not
meeting the standards, sometimes it requires to start
from scratch almost. And in those cases, these stake-
holders might run out of time or money, but time, most
of the time. And in that case, they will just cancel the
whole initiative." — P12

Such unpredictable failures may play a key role in disin-
centivizing IoT vendors from product security certification.

Participants added that one way to address this unpre-
dictability would be to integrate security considerations into
the development process itself, so vendors have the time to
plan ahead. As P11 states,

“It should be planned prior to development start be-
cause it definitely will impact the deadlines” — P11

Finding 12 (F;3) — Time constraints and the unpre-
dictable outcomes of certification disincentivize practi-
tioners from seeking product security certification. Prac-
titioners propose integrating compliance and security re-
quirements early in to their development process, so as
to prevent surprises during certification, and adapt their
deadlines accordingly.

4.5.3. Reputation and profits come before security. Our
participants noted that the impact of certification on their
reputation plays a major role in their incentive to obtain
certification for their products. That is, if the product is
certified, practitioners expect a boost in their reputation,
increased consumer trust in their product, the ability to
demand an increased price, and hence, profit. As PS5 states,

“obviously if there is a standard certification we will
be able to demand a bit higher price from our cus-
tomers" — P5

However, if certification fails, i.e., if a vulnerability is
discovered in a certified product that is already in the
market and deployed with consumers, it can hamper both the
reputation and profits. For instance, P15, who has previously
worked with a certification lab that performs security assess-
ment and penetration testing for IoT devices and provides
certifications, states that companies are discouraged from
certification precisely because of this, i.e., because “if any
security vulnerability come now in the market...it’s more like
a reputation so...the company don’t want to take any risks
on their reputation.”



Finding 13 (F;3) — Product certification may bring
additional profits to vendors through increased brand rep-
utation, but also poses a risk that disincentivizes vendors
from seeking it: if vulnerabilities are found in certified
products, then the damage to the brand may be just as
significant.

4.6. Responsibility and Liability

This section describes the participants’ opinions on who
they consider (i) responsible for the process of security certi-
fication, and who they would hold (ii) liable for compliance
failures, i.e., for vulnerabilities in certified products. Note
that we did not ask participants about their knowledge of
their region’s legal framework of liability while asking the
questions related to liability; instead, we asked their per-
spectives on liability, and the findings should be interpreted
in that context, as previously stated in Section [3.5]

4.6.1. Responsibility for the process of security
certification. We asked participants who they think is re-
sponsible, within their organizations for fulfilling certifica-
tion requirements properly in the event their organization
would want to go for IoT product security certification.
Participants responded both based on past experience and
on how product security certifications are generally carried
out in their current organizations. Most participants stated
that their quality assurance (QA) and/or compliance teams
would be assigned the responsibility, but multiple other roles
would also be involved during the process, such as project
managers, developers, security experts, the CTO, and in
some instances, even the CEO. According to P14,

“I get involved in terms of defining the security plan,
that this is what we need to do. Then the development
team needs to be involved to implement those security
(requirements), and then the QA need to be involved
to verify the security (requirements).”" — P14

Some participants expressed a strong preference for having
a dedicated person/team assigned to product security certi-
fication, but also recognized the budgetary and time-related
constraints that prevented this, e.g., as P11 states,

“...we should have a specific person in the team with
responsibility of security (compliance)... But in reality,
we are a relatively small team. We cannot afford to
have a separate person only for these purposes. So
we combine this role with project manager usually.
Project manager is responsible for questions of secu-
rity compliance and of course he is involving other
team members.”" — P11

P08 noted the need for a legal practitioner to be involved
in the process, stating that “some individuals from law
background and practicing and advocates we who actually
help us to determine the legal issues”.

Finding 14 (F;4) - Practitioners assign the responsi-
bility for the process of product security compliance
certification on QA or compliance teams, if available,
but also note that every participant of the project should
also be involved in the certification process, including
developers, project managers, CTOs, the CEO, and even
legal teams in case issues of liability arise.

When discussing overall responsibility for the correct
implementation of the compliance certification process, most
participants held the certification labs and developers as
equally responsible. As P13 states,

“The certification authority would be the one finally
certifying that it is compliant so I'm assuming the final
test is handled by them but my final call is with them
because that’s the authority we are trusting to make
sure that it is compliant...to make the test pass, we’ll
have to make sure that the (development) team has
to keep the compliance in mind when designing the
firmware or software" — P13

From the P13’s comment, we can observe that not only par-

ticipants think certification labs are responsible, they put a
level of trust on them as they “know the guidelines and know
the certificates inside out (P12)". That it, the certification lab
is the one entity who can make sure that the product fulfills
all the criteria for certification. Several participants exhibit
similar trust in certification labs, particularly because they
are intimately aware of regulatory standards for 10T, e.g., as
P6 states,

“I think I trust them so much for the effort they usually
do in a particular product to make sure that product
is being certified and if it gets to their stage to make
sure that it is linked to state and federal standards of
IoT." — P6

Finding 15 (Fi5) — Practitioners hold certification labs
and product developers equally responsible for ensuring
correct compliance certification, while also placing sig-
nificant trust on certification labs.

4.6.2. Liability for compliance failures. If a vulnera-
bility is discovered in a certified product, most practitioners
stated that they would hold the certification labs liable, i.e.,

“Because if they (certification labs) had really done
their job well in the certifying process, maybe they
should have noticed the bug before the system is
introduced into the consumers.”" — P7

A few participants believe that product developers should
also shoulder some blame for the vulnerability, although
after the compliance lab, i.e., as P10 states,

“The certification team, firstly, they have certified and
things got wrong...logical that they have to be respon-
sible for what they did, and eventually it comes down
to developer because of that - they have developed,
they have tested, like UATM tested, but there may have
some new form that they did not." — P10



However, a majority of the participants argued against
assigning any blame to developers, as they believe the
developers to have done their due diligence by conducting
the compliance certification in good faith. That is, as P9
states, “this is not only the company’s fault because the
company always wants to release the good product”, and
that the main issue is the carelessness of certification labs.
Participants often implied that they would blame everything
on the last entity to sign off on the product’s security (i.e.,
the certification lab) for all legal purposes, i.e., as P13
states, “a person who finally signs off as everything will
be the scapegoat”. A comment from P1 summarizes the
participants’ strong preference for assigning a majority of
the blame to the certification labs:

“...the certifying body is the main entity to assure the
claim of the innovators. So if (I) say, if (as a) third
party, you have certified this, I have sold this and any
accident has happened. Not only I should be punished,
that certifying body (should also be punished) for
carelessness because it is their responsibility..." — P1

Finally, some participants believe that no one is liable for
the vulnerabilities discovered in certified products because,
as P13 states, when “technology gets better, people crack
things better”. A comment from P12 explains this view:

“But if some potential security issue is discovered
after the certification process, then it’s hard to blame
anyone. Because basically, according to your best
knowledge at every stage, so during the design de-
velopment certification, we met all the requirements.
And if something is discovered after that process, then
basically there is nothing you can do about it." — P12

Finding 16 (F;4) — Practitioners mostly assign blame to
certification labs for vulnerabilities in certified products,
to the extent of holding them legally liable as entities
who are the last to sign off on the product’s security.

5. Discussion

Compliance and security may not always be equivalent.
In fact, we find that overemphasis on compliance may
distract practitioners from real security issues and may do
more harm than good (Fy). That said, product security
compliance requirements may still be a net positive, as
they motivate practitioners to think about security early in
the development process, if only to avoid surprises, delays,
and losses later during certification (F12). Recent regulatory
initiatives for improving IoT product security such as the
US Cyber Trust Mark program [1f] rely on a similar view,
of using compliance certification to motivate practitioners
to build IoT products that are secure by design, even if for
the incentive of passing certification with minimal effort.

However, despite the general support for compliance
certification among practitioners (Fg), we find that the
awareness of loT-specific security standards is limited (Fg),
and while practitioners do use general product security

standards to certify IoT products, they are hesitant in de-
ciding to certify (F7). Further, while all our findings are
relevant to ongoing IoT product security certification and
prior experiences of participants in certifying IoT products,
only a few (namely F3, Fg, and Fg) relate to loT-specific
security standards.

Given these observations, we distill the findings into four
key themes that capture the systemic challenges preventing
the widespread adoption and practical implementation of
IoT product security standards.

5.1. Time to Certify vs. the Budget

A common sentiment observed throughout this study is
that practitioners are reluctant to pursue security certification
because the process can cost them unpredictable delays
in the release of their products (Fi2). For instance, some
participants had to wait for months for the certification lab
to assess and re-assess their products. In some cases, entire
projects were re-designed from scratch or shelved altogether
due to issues discovered during certification. Hence, partici-
pants perceived compliance certification as a hindrance that
would put their products at a competitive disadvantage.

However, participants also proposed a solution that
would make compliance certification practical for their prod-
ucts: preparing for it in advance, both in terms of (i) hiring
security and compliance experts on product teams, and
(i) incorporating security considerations (and certification
guidelines) early into the product’s development. This would
prevent surprises at the time of certification, and help teams
predict and manage delays. However, our participants also
stated that this preparation, composed of additional exper-
tise/manpower and advance allocation of resources demands
a significant increases in their operating budgets (Fii).
That is, there exists a natural trade-off between the time
to certify and the organizational costs/budget allocated for
security, which can mean the difference between a smooth
certification and a constant struggle to retrofit security. This
trade-off puts practitioners between two equally difficult
choices, and explains why they would hesitate to certify
their products in locales where certification is optional (F7).

5.2. No Path to Certification for Small Enterprises:
An Invitation to Forum Shopping

This trade-off between the time to certify and the op-
erating budget affects the IoT industry as a whole, but it
most severely impacts small and medium scale enterprises
(SMEs), who do not have the operating budgets to involve
additional security experts during development. To elabo-
rate, at present, there are two ways in which an IoT product
is certified: (i) certification by a licensed third-party lab,
and (ii) self-certification by the developer/vendor. Popular
TIoT standards such as 10XT [2]] allow vendors to choose
either for flexibility. Based on our findings, we observe that
both of these ways may be inaccessible to SMEs.

As discussed previously in Section [4.5] hiring a certi-
fication lab incurs continuous costs, as the lab not only



charges for certifying a specific version of a product, but
also for support to address the found vulnerabilities, and
additional charges for certifying every updated version. Our
participants from SMEs perceive these costs charged by
compliance labs as exorbitant (i.e.,“more than you can
imagine" as P1 puts it), and unaffordable given their project
budget (F71). These costs are not unknown to regulators and
standards bodies, and motivate initiatives such as the US
Cyber Trust Mark to allow self-certification, so that even
SMEs who cannot pay for labs would be able to get their
products certified.

However, we observe that SMEs do not have the in-
house security and compliance expertise required for self-
certification, as that entails budget for additional, special-
ized, personnel (Fi, Fi1). That is, both the current ways
to certify incur costs that our participants from SMEs deem
significantly beyond their reach: whether it is contracting
third-party certification labs, or hiring dedicated in-house
security experts for self-certification.

If initiatives such as the US Cyber Trust Mark become
mandatory, that would force SMEs to pursue a third and
highly undesirable alternative: forum shopping [18]. That is,
under the present compliance enforcement model, labs have
no incentive to perform their best at detecting vulnerabilities
in products, as they are not licensed on their performance,
but on purely procedural features (e.g., the availability of
test facilities, personnel). Thus, nothing prevents SMEs from
seeking labs that would be both cheap, and offer a quick
route to certification with lightweight checks, an activity
known as forum shopping (as discussed in Section [4.5.1]
F11). Prior work has demonstrated that certified IoT prod-
ucts indeed have common vulnerabilities [3]], which indi-
cates that vendors may already be shopping for labs based
on attributes other than security (e.g., time to certify, cost).

To summarize, both self- and third-party certification are
currently out of reach of SMEs, given the lack of budget for
dedicated security experts in-house, and the costs associated
with compliance labs. Unless we want market forces to take
over and forum shopping to prevail, it is imperative for
regulators, researchers, and practitioners to make (1) product
security standards and regulations accessible to the average
developer at SMEs, and (2) develop usable and accessible
tools for analyzing products along precise security criteria,
leveraging decades of security research on helping develop-
ers write secure code [44]], [45], 461, [47], (48], [49].

5.3. Liability is Unclear in the Event of Failures

If compliance certification has to carry any real weight,
there must be well-defined consequences for certification
failures, i.e., for vulnerabilities discovered in certified prod-
ucts. However, defining such consequences is infeasible
without first understanding who to hold liable in case such
failures occur. Firmly establishing liability would require
a sound legal analysis of the IoT compliance standards as
well as contracts among labs, IoT developers, and standards
bodies, which is beyond the scope of this work. Instead,

we offer relevant observations from our analysis, both re-
lated to how practitioners perceive liability, as well as the
complexities of IoT product development, which illustrate
the practical constraints and confounding factors that may
prevent a straightforward framework for assigning liability
in IoT compliance certification.

We observe that practitioners place immense trust in cer-
tification labs (F75), and hence, would also blame them for
failures (Fi¢). Note that this does not mean that practitioners
want to shirk responsibility; rather, they consider themselves
as responsible as the labs for participating in the compli-
ance certification process in good faith (Fi5), sometimes
showing the willingness to involve entire teams including
the organizational leadership in the process (F14). However,
participants hold labs liable because the labs are expected to
have the necessary security expertise (that developers may
lack) and the ability to perform extensive security testing
as per the certification criteria, and because the labs are
the last to “sign-off” on the product. That is, practitioners
hold developers responsible for developing and participating
in the certification process in good faith, but hold the labs
responsible for security assurance, and hence, liable when
that assurance does not hold. Interestingly, this notion of
liability is in conflict with what consumers believe, as prior
work demonstrates that consumers would hold the product
developers as most liable, since developers are the ones who
introduce the vulnerabilities in the first place [3].

Even if we hold developers liable as consumers would
want to, assigning blame for vulnerabilities may not be as
straightforward. For instance, we observe that independent
contractors contribute to IoT products, but are neither re-
quired to maintain their contributions or fix vulnerabilities
beyond the short contract period, nor to participate in the
compliance certification process (F5). The question is, who
do we hold liable for vulnerabilities in such code? That is,
can we hold developers liable because the code is eventually
a part of their product and hence their responsibility, akin to
external library? Developers oppose this view, and reject any
responsibility for vulnerabilities in external libraries (Fy).

Alternately, we could blame the independent contractor
for vulnerabilities in their code. However, we also observe
that unlike first-party developers who can push back against
deadlines to prioritize security, independent contractors have
little agency in this respect, and have to release their code,
even if vulnerable, by the deadline (F3). To summarize, even
if developers were to be considered liable, the presence of
third-party code and independent contractors makes it hard
to concretely assign liability to a specific party.

5.4. Industry lacks Confidence in IoT-specific Prod-
uct Security Standards

Practitioners generally view product security standards
and compliance in a positive light, not only because they
enable security assurance for sensitive IoT products, but also
because certification may improve their reputation among
consumers [3], [38], [39]], and allow them to command



higher prices (Fg). However, they are hesitant toward adopt-
ing IoT security standards and undergoing certification, due
to concerns about the impact of compliance failures on their
reputation (F3). Particularly, we observe that even for IoT
products, practitioners adopt general security compliance
standards (e.g., UL certification [36], CE Marking [37]), and
avoid IoT-specific compliance certification standards (e.g.,
10XT [2f, IOTSF [35]) (F7). These findings indicate a lack
of confidence in IoT-specific standards, in comparison with
general product security standards.

This contrast in how practitioners treat general and IoT-
specific security standards is also observed in how develop-
ers and [oT vendors advertise them. For instance, prior work
has observed that even when IoT vendors obtain IoT-specific
security certifications such as 10XT, they do not advertise
these certifications on their websites [[3]]. In contrast, vendors
openly advertise general security certifications obtained for
IoT products (e.g., LG’s press release regarding and its Com-
mon Criteria certification for its SmartTV platform [50]]).

One explanation for this behavior is that developers have
grown accustomed to and are more aware of the older,
general, product-security standards, relative to their limited
awareness of IoT-specific standards (Fg). That is, the indus-
try has confidence in the general standards because they are
time-tested, and also because developers are trained to work
with them. Another explanation is that developers could
be discouraged by the fragmentation in the IoT security
standards and the general lack of stability, with several
competing standards available worldwide. Regardless, as
IoT security standards converge, it is imperative on the
standards bodies, and in the case of initiatives such as the
US Cyber Trust Mark, on the regulators, to actively work
toward gaining the IoT industry’s confidence.

Based on the observations in this work, we recommend
three key directions to improve the perception and adoption
of ToT security compliance standards: (i) educating develop-
ers about the standards, and providing the necessary tooling
and accessible explanations to make the standards easy for
the average developer to interpret and use, (ii) strengthening
compliance enforcement by closely monitoring and regulat-
ing the labs licensed to certify products, through random
audits that test the labs’ performance at detecting vulnera-
bilities using existing techniques [51]], thereby reducing the
possibility of failure, and finally, (iii) developing a clear,
legally enforceable framework for assigning liability in the
case of compliance failures, so as to disincentivize harmful
behaviors such as forum shopping, and promote sustained
improvement in the state of IoT security.

6. Related Work

Prior work has studied compliance security standards for
organizational security [41], [42], [43[], [52]]. For instance,
Stevens et al. evaluated three compliance standards that are
treated as a checklist in the organization and found several
security issues in those compliance standards, confirmed by
experts [41]]. Further, Stevens et al.’s study with security pro-
fessionals explored how organizations perceive compliance

flaws in organizational IT security and adopt complementary
measures to mitigate the security gaps [42]]. Although the
focus of our work is on IoT product certification, unlike
the IT/organizational compliance focus in prior work, some
of our findings align with those of prior work, particularly
in the context of compliance requirements being inaccu-
rate (Fg) and the budget and time form a challenge in
addressing them (F7, F11-F12). This may indicate that the
challenges in IoT product compliance certification that we
observe may be more systemic in nature, and impact the
overarching compliance model.

Researchers also focus on examining compliance stan-
dards for product security [3]], [53]]. For instance, Rahaman
et al. examined PCI scanners with PCI DSS-related vulner-
abilities and found an alarming gap between the PCI DSS
standard and its real-world enforcement in the payment card
industry [53]]. Furthermore, Mandal et al.’s work focused
on IoT product security, showing that certified IoT apps
have vulnerabilities within the scope of the certification stan-
dards [3]]. This work also analyzed the IoT security standards
and identified problems that affect the appropriate enforce-
ment of security compliance standards (e.g., several criteria
definitions in the standards are too “broad”, which allows
subjective interpretation of standards). Moreover, Mandal
et al. also surveyed users, and obtained key insights on
user perceptions on compliance enforcement. Our work on
understanding how IoT practitioners practice and perceive
product security compliance complements this prior work.

Similar to IoT security certifications, prior work has
championed cybersecurity labels or trust marks [1]l, [54],
[I53[], [56] for security or privacy-sensitive [oT products. Re-
searchers have also emphasized the effectiveness of security
labels in delivering the informative and educational value
of security compliance/certification [38[], [39], [S7], [58].
For example, Emami-Naeini ef al. proposed that privacy
and security labels for IoT are important factors for IoT
consumers to be informed and to be able to make purchase
decisions [38|]. We observe that practitioners’ perspectives
align with prior work in this regard (Fj).

Finally, the Apple Store [59] and Google Play [60]
have mandated app developers to submit privacy nutrition
labels for their apps. A study by Li et al. delved into the
challenges app developers face in creating privacy labels
for the Apple Store [61]]. The study revealed that developers
often encounter recurring errors and misunderstandings, pri-
marily due to knowledge gaps and the inherent complexity
of the task. Our research reveals a significant knowledge gap
among IoT developers regarding IoT compliance standards
as well (Fg). Unlike app developers who are mandated to
create nutrition labels for their apps, IoT practitioners often
lack the necessary knowledge and incentive to acquire it,
and instead, may use general product security certification
standards to certify their IoT products.

7. Conclusion

This paper describes a qualitative study based on 17
in-depth interviews with IoT practitioners from diverse se-



curity and organizational contexts. A thematic analysis of
the interview transcripts results in 16 critical findings that
illustrate the latent aspects that affect product certification
in practice. Particularly, while we observe that IoT-specific
security standards may not be well known or commonly
used at present, this does not mean that IoT product certifi-
cation is not occurring in industry. Instead, we find that most
practitioners have certified IoT products, if only with general
security standards. Moreover, time and budget constraints
impose significant resource demands on enterprises, mak-
ing product certification hard for small and medium scale
enterprises, and motivating them to pursue the easiest path
to certification at the cost of security. These findings lead us
to a natural takeaway, that the present trend of adopting the
traditional compliance certification model for IoT, as seen in
emerging policy initiatives, will simply carry over the very
challenges that hamper general product compliance to the
IoT domain, and may not yield the desired security benefits.
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TABLE 2: The Semi-structured Interview Questions.

Section 1: Background

To get started, can you tell us about yourself,

What is your title and role at the company?

How long have you been in this role?

What is your company size?

Where is the headquarters of your organization?

How would you describe your target client for your product?
Which type of IoT product are you working on currently?

Section 2: IoT Security and Organization

Can you tell us more about the team you work with?

How would you describe the IoT product development process you follow?

How do you ensure the security of your product?

When you develop a product, do your client provide any specific security guidelines?

Can you tell us about product security-specific functions/components? That is, how does the team deal with product security at present?

How do you test your products? That is, Do you write test cases specifically for testing security-related requirements? Can you give us an example?

Do you remember being constrained by any factors, such as Deadline/Time, Requested Features, Dependencies, or others, when programming that may
have affected/compromised security guarantees?

What are the consequences if the security requirements in your IoT products are not met? Do you recall any consequences from the past, whether to your
product/team/company or any other in your knowledge?

Do you think your organization’s existing coding standards, security compliance requirements, have any influence on the security of your products? Can
you give us an example?

For your products, do you develop security features or use any third-party libraries? Have you implemented security features through in-house development
instead of relying on third-party libraries? Why?
Between using third-party libraries for security-sensitive functionalities and implementing security-specific features on your own, which one do you prefer?

Section 3: Knowledge and Experience with Product Security Compliance Standards

What IoT Compliance Standards/IoT Certification requirements are you familiar with or aware of?

Do your clients ask you to follow any compliance standards?

Regarding policies and regulations, are you influenced by the headquarters? If so, how?

Do you have any working experience with any of the certifications while developing a product?

There are many organizations who certify their IoT products, what is your opinion about that? How do you see that?

If a developer in your team is expected to be involved with the certification process but is not familiar with it or does not have the prerequisite knowledge,
how do you address it?

Section 4: Perspectives on IoT Product Security Certification

Are you familiar with Security & Privacy label or Mark? Does your company maintain any security & privacy label/mark for your IoT products?

Which role or roles would you expect to get involved in fulfilling certification requirements properly? For example, the QA team, developer, security
expert, etc. And why?

Who should be responsible for the correct enforcement of IoT compliance standards/certification?(e.g., developers, certification lab, standard body). Why?
How is a particular certification standard chosen at your organization?

Between self-certification or third-party certification, which one your company would prefer to certify the product? Which one would you prefer? Why?
What are the potential challenges if IoT certification is introduced for your products? (what about the benefits?)

What are the challenges that work against adopting the IoT certification processes?

Does the compliance certification have any influence on the IoT product development, both in terms of security and just how easy it is to develop?
Does compliance certification have any influence when it comes to meeting product release deadlines?

Section 5: Vulnerability in IoT products

Does your company have vulnerability reporting program? (bug reporting program) (bug bounty program) What happens when someone submits a
vulnerability report? Can you walk us through the process when it is accepted and not accepted? Can you give some examples based on your experience?

What happens if a vulnerability is found after you deliver a product?
If a vulnerability within the scope of the certification standard is found in a certified product, who would be liable for that?

Section 6: Wrap up

Is there anything else you would like to share/add to this conversation?
Is there anyone else you know who may provide us with valuable insight related to certified IoT products and/or certification standards?




TABLE 3: The codebook developed during our qualitative analysis. This codebook contains primary and secondary-level codings,
well as a description and an example for each code.

as

Code Description Example Quotes
Participants Information related to participants such as industry experience, 1 am the founder of this company and acting as a CEO
position and demographic information
Organizations Information related to participants’ organizations such as com-  the size of my company is 1,000 to 1,500 employees

IoT Product Development

Development process

Challenges face during
product development
Developing security fea-
tures in-house vs using
third-party

Product Testing

Product Security
Security requirements

Security practices
Challenges
Security standard & guide-

lines
Security vs Deadlines

Compliance Standards Knowledge

Familiarity with general
security standards
Familiarity with IoT spe-
cific security standards
Learning process

IoT Product Certification

Familiarity with certifica-
tion

Experience with certifica-
tion

Necessity & Benefits

Perspectives on Certification Process

Third party certification vs
self certification
Responsible entity

Responsible person inside
the company

Challenges

Influence on product secu-
rity

Influence on product re-

lease
market perspectives

Security and privacy Mark

Vulnerability Reporting

Service level agreement

bug bounty program
Handing & fixing

Liability for failures
Nobody
Certification Lab

Development team/com-

pany
Others

pany size, product type and location
Information related to IoT product development lifecycle
In-depth information about product development process.

Discussion of challenges that they usually face during product
development

Discussion of the preference of using in-house developed
security features vs using third-party and the reasoning

Information related to what how the product is tested and what
process is followed

Information related to how they maintain the product security
General information related to the security requirements or
guidelines that comes from client or customers

Information related to what they practice in terms of product
security

Description of challenges faced to ensure security

Description of security standards and guidelines they follow
Discussion of priorities between security vs deadlines

Information related to participants knowledge on IoT security
compliance (specific and general)

Statements on the familiarity with general security standards
and their usage

Statements on the familiarity with IoT-specific security stan-
dards and their usage

Discussion on how to get familiar with the concepts

Information on familiarity with IoT product certification
Statements on the familiarity with certification

Statements on the experience with certification if any

Discussion on why certification is necessary and what makes
or works against companies to go for certification

Detailed discussion of participants perspective on certification
process

Discussion on the preference between third party certification
and self certification, and their reasoning

Discussion on which is responsible for fulfilling the certifica-
tion requirements and why they are responsible

Discussion on the person within an organization which is
responsible for fulfilling the certification requirements and
why they are responsible

Discussion on the challenges that work against adopting cer-
tification

Statements about how certification influence product security

Statements about how certification influence product release
date

Discussion on how certification influence customers and mar-
ket perspectives

Information on participants’ familiarity with security and pri-
vacy mark

Information on product maintenance, vulnerability reporting
and fixing.

Information about agreement on whether to solve the bug. This
is especially for independent contractors.

Statements on whether they use bug bounty problem
Information on the process of how they handle and fix vulner-
abilities

Information on participants’ perspectives on who is liable for
vulnerable certified product

Statements on why nobody is liable

Statements on why certification lab is liable
Statements on why development team/company is liable

Statements on why a particular entity is liable

Follow a software development life cycle, which comes from
design, development, verification and deployment.

we don’t have a sufficient human resource who can design
these.

The preference is, of course, to have everything in house, but
you cannot always have everything in house

based on the features that we define the specification, we
define the test cases.

I don’t think they do not understand this but some of them are
asking about the security protocol

For the communication protocol, we do follow HTTPS and
MQTT.

we are lacking of the enough resources who are well aware
of the security concepts from the IoT device

we follow already the security compliance requirements in any
company.

we have to compromise some factors because of constraint
deadlines and market rush

they check the OWSP vulnerabilities and all and do something
I know about the NIST framework related to the iot standards

So if we don’t know something, so we organize this Tiger
team, provide them with all the requirements’ information.

CE certification, we were requested but we’ve never done it
I have experience with UL certified product.

I want to sell my device in the European Union, I do need to
take the CE certification

Both are important. So, before going to third party, it is best
to test it within your in-lab.

that’s definitely the development team cause that needs to
decide what kind of security is appropriate for this product
there is also a compliance team that ensures that all the security
standards are met

clients gonna drop this part because of the times constraint
and the budget constraints.

it’s additional security requirements meaning more secure
system.

this has to be planned earlier and this has to be included when
you commit anything

They (customers) just want to use the product, and they want
to be sure that the product is secure

I know that there was an initiative, US based initiative some
time ago

we have a service level agreement

we make use of bug bounty hunters.
we had some weekly meetings about the problems and the bug
we found

if some potential security issue is discovered after the certifi-
cation process, then it’s hard to blame anyone.

The certification team, firstly, they have certified and things
got wrong

eventually it comes down to developer because of that, they
have developed, they have tested

per our company’s policy, this will be liable to the chief
compliance officer




Appendix B.
Meta-Review

The following meta-review was prepared by the program
committee for the 2025 IEEE Symposium on Security and
Privacy (S&P) as part of the review process as detailed in
the call for papers.

B.1. Summary

This paper presents a mixed-method study, where n=76
IoT practitioners from around the world were surveyed and
n=17 interviewed. It investigates the impact that (new) IoT
regulations have on the practitioners’ work with IoT. The pa-
per describes the challenges facing developers implementing
security in IoT and developer perceptions of the certification
process, e.g., that budget constraints prevent certification
processes.

B.2. Scientific Contributions

« Provides a Valuable Step Forward in an Established Field

B.3. Reasons for Acceptance

1) The paper provides a valuable step forward in an es-
tablished field. IoT certifications are an upcoming trend
and a step towards reducing the IoT attack surface. This
study provides insights into the obstacles experienced by
different practitioners around the world with those cer-
tification processes. Those insights might help to adapt
the processes accordingly.



	Introduction
	Background
	Methodology
	Survey Protocols and Results
	Interview Protocol
	Interview Guide
	Transcribing, Coding and Analysis
	Limitations

	Interview Results
	Participants and Organizations
	The Role of Security in Product Development
	The impact of the the triangle of the project on IoT product security
	Using third-party libraries for security-sensitive functionalities
	Maintenance – vulnerability reporting and fixing the issues

	Practices in IoT Compliance Certification
	Knowledge of IoT Product Compliance
	Current Practices in IoT Product Security Certification

	Perceptions of IoT Product Certification
	Certification implies Trust
	Certification does not imply security
	Preference between third-party certification by certification labs vs self-certification

	Challenges in IoT Product Certification
	Keeping up with certifications is costly
	Time to certify vs. the competitive IoT market
	Reputation and profits come before security

	Responsibility and Liability
	Responsibility for the process of security certification
	Liability for compliance failures


	Discussion
	Time to Certify vs. the Budget
	No Path to Certification for Small Enterprises: An Invitation to Forum Shopping
	Liability is Unclear in the Event of Failures
	Industry lacks Confidence in IoT-specific Product Security Standards

	Related Work
	Conclusion
	References
	Appendix A: Interview Questions and Codebook
	Appendix B: Meta-Review
	Summary
	Scientific Contributions
	Reasons for Acceptance


