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Security Research Methods: 
Reading Papers
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Why do we read papers?
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Understanding a paper
•  Q1] What is the central idea?


• Abstract


• Introduction


• Conclusion


• Q2] Where does the work fit in the area?


• Ideally, the related work section should describe this well.


• Papers that do not do this or do a superficial job are 
almost sure to be bad ones


• An informed reader should be able to read the related 
work and understand the basic approaches in the area, 
and how they differ from the present work 

These are the best 
areas to find an 
overview of the 
contribution 
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Understanding a paper
• Q3] What claims do the authors make? (examine the 

abstract, intro, conclusion for high-level claims, the 
“design/analysis” section for more precise claims)


• Q4] What scientific devices are the authors using to 
communicate their point or evaluate their claims?


• i.e., the methodology 

• Theoretical papers validate a model using a 
mathematical argument (i.e., a proof)


• Experimental papers use a test apparatus to evaluate 
claims (e.g., performance of a detection system under 
simulated workload)


• Empirical claims are evaluated via measurement
5



Understanding a paper
• Q5] What did they find?


• Results - statement of new scientific discovery.


• Typically some abbreviated form of the results will be 
present in the abstract, introduction, and/or conclusions


• Note: just because a result was accepted into a 
conference or journal does necessarily not mean that it is 
true.  Always be circumspect.


• Q6] What should you remember from this paper, i.e., what is 
the takeaway?


• i.e., what general lesson or fact should you take away?


• Really good papers have takeaways that are more general 
than the paper topic.

The best papers are the ones that teach you something
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Reading Tips
• Everyone has a different way of reading a paper


• Here are some tips for effective reading (and recollection):


1.  Always have a copy to mark-up (Digitally, use Zotero/
Mendeley)


2.  After reading, write a short summary of the paper, 
and ideally, keep it with the paper. The summary should 
contain the following points: 


• area, problem, solution, methodology, results, 
takeaway, and key questions/ideas emerging from 
the paper.
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The security publishing model

Derived from slides by William Enck
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Where to Publish
• Traditional Venues:


• Journals


• Conferences


• Workshops


• Tech Reports (i.e., self-
publish)


• Books (less frequent, more 
work)


• Book chapters (more 
frequent than books)

Preliminary

Archival
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Publication Tiers
• Not all venues are the same


• Tier 1 (i.e., top-tier): IEEE S&P/Oakland, USENIX 
Security, ACM CCS, ISOC NDSS, TOPS (journal), JCS 
(journal)


• Tier 2: ACSAC, ACNS, ESORICS, CSF, RAID, AsiaCCS, 
TOIT (journal), CODASPY


• Tier 3: SecureComm, WiSec


• Tier 4: HICS


• SCIgen (WMSCI 2005)


• http://pdos.csail.mit.edu/scigen/
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Journal Publication
• The editor-in-chief (EIC) receives the 

papers as they are submitted.  


• The papers are assigned to associate 
editors for handling.  


• Anonymous reviewers rate the paper:  


• Accept without changes  


• Minor revision  


• Major revision  


• Reject  


• USENIX Security, CCS, and NDSS are 
also using such ratings now, S&P 
stopped in 2024
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Conference Publication
• The PC Chair is the person who 

marshals the reviewing and decisions 
of a conference.  


• This is different than the general chair.  


• PC members review, rate and discuss, 
the paper, then vote on which ones are 
accepted.  


• The acceptance rate is the ratio of 
accepted to submitted papers.


• Conferences may also use area chairs, 
review task forces (RTFs) or shadow 
PCs to ensure the quality of the 
reviewing process.
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Evaluating a Paper
• A paper is evaluated on:


• Novelty


• Impact


• Correctness


• Presentation


• Relevance


• “hotness” may also factor into 
the reviews
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Which of these is an objective metric?



Peer-Reviewing Papers
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Why do we review papers?
Reviewing is service

Two critical functions

Assessment/QC Helping fellow researchers
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Reviews: The good, the bad, and the ugly

• Review others’ work like you want yours to be reviewed. 


• Appreciate good research, don’t nitpick, and be constructive.

A (USENIX’20)

B (CCS’20)

C (also CCS’20)



Common Problems/Myths

• This is a trap.


• Some of the best papers have weaknesses/gaps/limitations


• Weaknesses are nothing personal


• Rather, identifying weaknesses often leads to future 
research

1. This is a published, award-winning paper, so 
there must be no weaknesses!

Think critically, and be skeptical
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Common Problems/Myths

• This is a trap, as well. Don’t expect the impossible.


• Several Influential papers have been published at venues that 
were not “top-tier”, or have existed outside of peer-review entirely! 


• Be positive when reviewing a paper

2. This is an unpublished paper, so it must not 
have any strengths.

Reviewer Attitude Scale

“I hate cars 
because they 
will never fly”

“This is the best 
car ever!”“This is a really good car 

because: fact_1, fact_2, …”
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Common Problems/Myths

• Whether your position is positive or negative


• Justify it with facts 

• If its an opinion,  


1. Be forthright and clearly state so


2. Be ready to change it when presented with facts to the 
contrary (e.g., in the discussion, rebuttal)


• Where to justify? Generally, “Detailed Comments for 
Authors”

3. Not justifying your position
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Common Problems/Myths

• Recall: Reviewing is about helping your fellow researcher


• Be honest, but constructive


• Which of these would you like to receive for your paper?


a. “The paper does not have property X” OR 


b.“The paper should look in Y direction, which will potentially help it 
achieve property X”


• Always back up your comments with facts, e.g., 


a. “The paper should compare its performance (or security properties, 
or …) with related works [1] [2] [3] (references provided below the 
review).” is much better than


b.“The paper does not compare itself with related work adequately” 

4. No constructive comments
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On weaknesses

• Is it really a weakness of the paper?


• General weakness: “the paper tests with few apps”


• Weakness in the context of the paper’s goal: “the paper 
is about evaluating X, which is why it should be tested 
with more applications”


• Weakness in the context of the paper’s goal, and 
claims: “The paper evaluates X, and claims Y about it, 
which can only be sound if evaluated with a larger set 
of apps” 



Reviews: The good, the bad, and the ugly

• Review others’ work like you want yours to be reviewed. 


• Appreciate good research, don’t nitpick, and be constructive.

A (USENIX’20)

B (CCS’20)

C (also CCS’20)



Good Luck!
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