
CSCI 780:  
IoT Security
Prof. Adwait Nadkarni

Lecture 1: Introduction



Lets break it down
• Internet       of       Things (IoT)                Security



The Internet

• Every machine is 
connected


• Huge, open, system

• No barrier to entry

• Not just limited to 

dogs and users

• Built for connectivity, 

not security (i.e., the 
“end-to-end” 
principle)



Things are…



Things are…

Ubiquitous — 
7 Billion1 

devices in use!

1https://iot-analytics.com/state-of-the-iot-update-q1-q2-2018-number-of-iot-devices-now-7b/

https://iot-analytics.com/state-of-the-iot-update-q1-q2-2018-number-of-iot-devices-now-7b/


Things are…

Financially 
Critical — 

$520 Billion2 by 
2021

2https://www.bain.com/insights/unlocking-opportunities-in-the-internet-of-things/

Expensive — 
Cameras, door 
locks cost $$$

https://www.bain.com/insights/unlocking-opportunities-in-the-internet-of-things/


Things are…

Physical — 
Can view, listen 
to, and modify 
our physical 

spaces.



Some bad news

• We are bad at designing secure systems



Designing secure systems is hard



Fundamental Asymmetry between 
the attacker and the defender



Functionality is relatively easy to 
measure, but…



…security is almost impossible to 
measure

Web browser 0wned Web browser not 0wned



Some good news
Computer security is a growth area.



Learning Goals
• My Goal: To provide you with the tools to (1) understand, 

(2) evaluate and (3) perform research in IoT Security.
Problem Areas

Overprivilege 
Software Vulnerabilities 
Device Vulnerabilities 

Impact of routines/apps 
Privacy 

Platform flaws 
…

Defenses
System Design 

Application Analysis 
Modeling 

Test Case Generation 
Systematic Security Eval 
Information Flow Control 

…

Concepts
Modern OS Design 

Permission Frameworks 
Language Modeling 

Model Checking 
Static/Dynamic Analysis 

SSL/TLS 
… 

• What to expect in class: We will learn the concepts in 
the context of the papers we read.

• We will refine our understanding of the core concepts, 

as well as the space, as we go.

• Key Activities to ensure learning: Reading papers, 
Writing reviews, Participating in class.



Prerequisites

• No hard prerequisites


• However…


• Basic knowledge of the following will come handy: OS 
Design Principles, Computer Networks, and Algorithm 
Design.


• Please do not hesitate to clarify even the smallest details 

• Simple questions are often the most difficult to answer 



Course Policies & Expectations



Course Website
https://www.adwaitnadkarni.com/teaching/csci780


•  Discussions: Piazza 

(https://piazza.com/wm/
fall2023/csci780)

•  Submissions: 

Blackboard (https://
blackboard.wm.edu)


• In-class Exercises, 
Q&A: Discord (invite 
emailed to you all)

https://www.adwaitnadkarni.com/teaching/csci780adwaitnadkarni.com/csci680/
https://piazza.com/wm/fall2023/csci780
https://piazza.com/wm/fall2023/csci780
https://piazza.com/wm/fall2023/csci780
https://blackboard.wm.edu
https://blackboard.wm.edu


Office Hours

• Time: Tuesday after class (12:30 PM - 2 PM), Thursday 
before class (9:20 AM - 10:50 AM), and by appointment


• The Zoom link will be shared on Discord



Textbook
• No required textbook.


• We will heavily rely on paper readings


• For specific concepts, we will refer to the following 
(online) textbooks:


• Security Engineering, Ross Anderson (Available online: 
http://www.cl.cam.ac.uk/~rja14/book.html 


• Operating System Security, Trent Jaeger (Available 
online via https://libraries.wm.edu/ 

http://www.cl.cam.ac.uk/~rja14/book.html
https://libraries.wm.edu/


Course Components and Grading

• This is a research and discussion-driven class (80% grade)

Research Project  
45%

Paper Presentation 
20%

Paper Reviews   
10%

Readings “bug bounty” 
10%

Class Participation 
15%



Research Project

• We will learn how to conduct security research, and 
execute a research project in IoT Security.


• End Result: 10-12 page conference-style research 
paper 

• I will provide sample ideas, but there is significant 
wiggle room


• Want to do something related to your research?: talk to 
me ASAP


• Grade: For quality of research, and effort



Project Milestones

• 45% of course grade (100 points for project total)


1. Project Proposal (5/100), due 09/21 

2. Related Work (or preliminary literature survey, in case 
of an SoK) (10/100), due 10/19


3. Research Plan (20/100), due 11/07


4. Research Artifacts (15/100) and Final Paper (50/100), 
due 12/05


• All submissions (except artifacts) will be in LaTeX.



Paper Presentations

• Each class will be divided into two phases: Presentation 
(first 30-40 minutes) and discussion (the next 30-40 
minutes)


• Students will bid on papers marked [S] in the class 
schedule


• The discussion will be guided by the questions posed at 
the end of the presentation, as well in as the reviews


• Points will be awarded for clarity and content (20% of 
course grade)

https://www.adwaitnadkarni.com/teaching/csci780/schedule
https://www.adwaitnadkarni.com/teaching/csci780/schedule


Paper Reviews
• Hone your reviewing skills! (also, 10% of course grade)


• Only 1 paper review per week, even if two are assigned, submitted at 
the beginning of every class.


• The presenter does not need to submit a review 

• I will provide a conf-style review form. Expected contents: 


1. Paper Summary, and Rating


2. Comments on Technical Correctness


3. Comments on Contribution and Writing


4. Detailed comments for authors, justifying the review (1-3 above).


5. Three insightful questions that will generate a discussion 

• Mock Program Committee meeting: We will conduct a mock PC 
meeting towards the end of the semester!



Reviews: The good, the bad, and the ugly

• Review others’ work like you want yours to be reviewed. 


• Appreciate good research, don’t nitpick, and be constructive.

A

B

C



Readings Bug Bounty!
• Reading papers is hard; reading 22-30 papers in a 

semester is even harder. 

• New this year: you do not have to do all the readings. 

• Instead: Each student owes Prof. Nadkarni 2 bugs from 
published papers assigned in class (5 pt each, 10 course 
points total) 

Rule 1:You must be the first to report the bug


Rule 2:It must be non-trivial (e.g., impractical 
assumption, logical flaw that affects the paper’s claims) 


Rule 3:You must be able to explain it



Cheating Policy
• Cheating is not allowed


• We run tools


• If you cheat, you will probably get caught


• If you get caught, you will get a negative score on 
the assignment and likely an F on the course (not 
just for the parts you were caught cheating)


• I REFER ALL ACADEMIC DISHONESTY 
INCIDENTS TO THE OFFICE OF STUDENT 
CONDUCT, WITHOUT EXCEPTION


• When in doubt, ask

This includes the course project!
All text and figures should be your own.



Course Credo

Think like an attacker, but behave like a 
responsible adult 

W&M’s computer usage policies apply to this class.


Security course !=  permission to disrupt or cause harm




Ethics Statement
• This course considers topics involving personal and public privacy and 

security.   As part of this investigation we will cover technologies whose 

abuse may infringe on the rights of others.   As an instructor, I rely on the 

ethical use of these technologies. Unethical use may include circumvention of 

existing security or privacy measurements for any purpose, or the 

dissemination, promotion, or exploitation of vulnerabilities of these services. 

Exceptions to these guidelines may occur in the process of reporting 

vulnerabilities through public and authoritative channels.   Any activity 

outside the letter or spirit of these guidelines will be reported to the proper 

authorities and may result in dismissal from the class and or institution.

• When in doubt, please contact the instructor for advice.  Do not undertake 

any action which could be perceived as technology misuse anywhere and/or 

under any circumstances unless you have received explicit permission from 

Professor Nadkarni.



Other Policies
• Please turn off cell phones during class.  


• I will do my best to respond to emails within 24 hours. You will receive faster 

answers if you post to Piazza.


• Students may appeal to the instructor for reconsideration of a grade, but the 

appeal must be in writing (i.e., email), and must be sent within 3 weeks (or the 

close of the semester, whichever is sooner) of receiving the graded assignment.


• Behave civilly: don't be late for class; don't read newspapers/blogs/etc. during 

class; don't solve Sudoku puzzles during class; don't struggle with crossword 

puzzles during class; respect others' opinions, even if they are clearly wrong.


• Adhere to good scientific principles and practices, and uphold the W&M 

Student Code of Conduct.

•



Lecture Notes

• Slides will be released on the course schedule after each 
class.


• If you are presenting, please email me a PDF of the slides 
after class.



Good Luck!


