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Homework 2 (discussion)
• Great job folks!
• Average score 

~43!
• 5/35 scored 

50/50!
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HW3 assigned
• Due on March 19th, 11:59PM (email for extension)
• Basic Application analysis assignment: Manual analysis

• Input: Application with vulnerabilities of two types:
• SSL misuse

• Exported component(s), from last class
• Task: Find and describe the specific vulnerabilities (i.e., 

the lines of vulnerable code)

• lastname-hw3.pdf:  Report containing the identified 
vulnerabilities. Use LaTeX.
• Extra Credit: Recommend correct fixes for all the 

vulnerabilities, get 1 bonus on the course grade.
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Android’s storage 
architecture
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App Storage on Android
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Internal External

../app_1/

../app_2/

../app_n/

...

PRIVATE app 
directories

Q: Why do apps need external storage (sdcard)?

Linux DAC
Access control

Any app with READ/WRITE_EXTERNAL STORAGE can 
access all data! (but this is changing)



Towards better external 
storage

• Apps need to read/write files on external storage

•How can we facilitate access without abuse?
•Do all apps need broad storage access?

• Two kinds of apps:

1. Apps that want to offload their data
2. Apps that want to manage data (e.g., file 

managers)

•Insight: Only the latter need broad storage access!
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External storage (now)
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../app_1/

../app_2/

../app_n/

...

Media Store

Everything else

images video

audio

download

Apps need no 
permission to 
access their dirs

Apps need media-
specific runtime 
permissions 

• Apps with READ/WRITE_EXTERNAL_STORAGE 
permissions can still access everything. So how does this 
new design help?
• Apps that do not need broad storage access can function with 

none or media-specific permissions!



External Storage (future)
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• Scoped Storage all the way!

• Apps will only be able to access their own private 
directories on external storage

• Read/write external storage permissions will not 
be widely granted

• What about file managers?

• Does this solve the problem of abuse of broad storage 
access?

• Apps will need to specially request Google for broad 
storage permissions



Protecting Data at Rest
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Storing Sensitive Data (1)
• Applications often require the use of sensitive data 

such as user credentials

• The attacker may try to access this data on storage. 

• Option 1: Do not store it on the device

10



Storing Sensitive Data (2)
• Applications often require the use of sensitive data 

such as user credentials

• Option 2: Store it in the app’s private directory

• /data/data/<app-package-name>
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Thankfully deprecated in Android N, but still found in some apps



Storing Sensitive Data (3)
• Applications often require the use of sensitive data 

such as user credentials

• Option 3: Encrypt it!
• Use the Android KeyStore for key generation and storage
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And finally...
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Prevent SQL Injection

• Use parameterized SQL methods for the implementation of 
query, insert, etc.
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• SQL injection: user provides a substring for an SQL query that changes the 
query entirely (e.g., add SQL operations to query processing)

SELECT fieldlist FROM table

       WHERE field = 'anything' OR 'x'='x';



Takeaways
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Use default APIs
• getFilesDir()/getEx

ternalFilesDir()
• MediaStore APIs

1
Move to scoped 
storage, adhere 
to least 
privilege

2
Encrypt 
credentials w/ 
Keystore

3


